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 a b s t r a c t

Medication errors significantly threaten patient safety, leading to adverse drug events and substantial economic 
burdens on healthcare systems. Clinical Decision Support Systems (CDSSs) aimed at mitigating these errors often 
face limitations when processing unstructured clinical data, including reliance on static databases and rule-based 
algorithms, frequently generating excessive alerts that lead to alert fatigue among healthcare providers. This 
paper introduces HELIOT, an innovative CDSS for adverse drug reaction management that processes free-text 
clinical information using Large Language Models (LLMs) integrated with a comprehensive pharmaceutical data 
repository. HELIOT leverages advanced natural language processing capabilities to interpret medical narratives, 
extract relevant drug reaction information from unstructured clinical notes, and learn from past patient-specific 
medication tolerances to reduce false alerts, enabling more nuanced and contextual adverse drug event warnings 
across primary care, specialist consultations, and hospital settings. Evaluation using three state-of-the-art LLMs 
on synthetic and real-world datasets demonstrates classification accuracy ranging from 98.77% to 99.80% with 
zero false negatives for life-threatening reactions. This high accuracy enabled HELIOT to achieve a 50–53% 
reduction in interruptive alerts compared to traditional CDSSs while maintaining perfect safety profiles. To sup-
port clinical deployment, the system incorporates a confidence-based risk stratification framework that enables 
automated decisions for high-certainty cases while ensuring appropriate clinical oversight for uncertain clas-
sifications. Clinical usability evaluation with healthcare professionals validated these achievements, revealing 
strong acceptance and unanimous preference for HELIOT’s contextual approach over traditional systems. These 
findings show promise; however, broader clinical trials remain essential to confirm effectiveness across diverse 
healthcare environments.

1.  Introduction

Medication errors pose significant risks to patient safety and lead to 
adverse drug events (ADEs) [1]. In England, an estimated 237 million 
such errors occur annually, with around 66 million being potentially 
clinically significant [1,2]. These incidents cost the National Health Sys-
tem (NHS) approximately £98.5 million annually, consume 181,626 bed 
days, and contribute to 1708 deaths [1]. Similarly, in the United States, 
the economic impact is substantial, with prescribing and administration 
mistakes costing an estimated $20 billion annually [2].

CDSSs have emerged as tools to mitigate medication errors and en-
hancing patient safety [3]. These systems provide healthcare profession-
als with evidence-based recommendations and alerts, helping to pre-
vent potential ADEs. However, traditional CDSSs face several limitations 
[4–6]. They typically rely on static databases and rule-based algorithms, 
which may not capture the nuances of individual patient cases or the lat-
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est medical knowledge [5–7]. For instance, when a drug with potential 
cross-reactions is prescribed, these systems generate alerts without con-
sidering complex clinical scenarios documented in notes, such as pre-
vious patient-specific tolerance, distinctions between true allergies and 
minor side effects, or situation-specific risk-benefit analyses [8]. Evi-
dence shows that incorporating this contextual information could sig-
nificantly reduce unnecessary alerts [8]. Without such capabilities, the 
rigid alerting mechanisms lead to excessive warnings, contributing to 
alert fatigue among healthcare providers and potentially causing criti-
cal warnings to be overlooked [6–13].

The advent of Large Language Models (LLMs), such as GPT-4 [14], 
offers a promising avenue to address these limitations. LLMs possess ad-
vanced natural language processing (NLP) capabilities, and have already 
succeeded in various healthcare applications, such as predicting drug in-
teractions and patient outcomes, assisting in diagnostic processes, and 
generating clinical notes [15–17]. We conjecture that their ability to 
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process and synthesize large volumes of unstructured data makes them 
an innovative substitute for current rule-based CDSSs, which often lack 
the flexibility and depth of understanding required for intricate patient-
specific situations.

This paper presents HELIOT, a novel CDSS for adverse drug reaction 
management that processes unstructured clinical narratives, building 
upon our previous exploration of LLM integration in healthcare tech-
nologies [18]. The system overcomes the shortcomings of traditional 
CDSSs by leveraging LLMs to interpret medical narratives from clini-
cal notes, text-based electronic health records, and transcribed patient 
conversations. By integrating this capability with a comprehensive phar-
maceutical data repository, HELIOT improves the accuracy and reliabil-
ity of adverse reaction alerts in healthcare. Our evaluation across three 
state-of-the-art LLMs (GPT-4o, Gemma 3, and Claude Sonnet) demon-
strates consistent high performance, with classification accuracy rang-
ing from 98.77% to 99.80% on both synthetic and real-world datasets. 
The system maintains perfect safety profiles with zero false negatives for 
life-threatening reactions while achieving a potential 50–53% reduc-
tion in unnecessary interruptive alerts compared to traditional CDSSs. 
HELIOT also incorporates confidence analysis to manage uncertain clas-
sifications and evaluates clinical usability, with healthcare professionals 
confirming strong acceptance of the system’s contextual approach.

The primary contributions of this paper are as follows.

• We present a novel approach to process unstructured clinical nar-
ratives for adverse drug reaction management, demonstrating how 
LLMs can extract and interpret patient-specific medication reaction 
information, including medication tolerances, adverse events, and 
cross-sensitivities.

• We describe the HELIOT CDSS’s modular architecture, highlighting 
its core components and the approach employed to provide decision 
support services.

• We present an empirical evaluation of the HELIOT CDSS across mul-
tiple LLM architectures, including synthetic and real-world dataset 
validation, as well as a clinical usability assessment.

• We introduce a risk threshold framework based on confidence anal-
ysis for safe clinical deployment, providing structured guidelines for 
automated decision-making and clinical review requirements.

• We provide datasets and code used to develop the HELIOT proto-
type, including both the synthetic patient dataset and the real-world 
clinical dataset employed for empirical evaluation as contributions 
to the research community.

Structure of the paper. The remainder of this paper is organized as 
follows: Section 2 describes the background on CDSSs and LLMs and 
the related work. Section 3 describes our method, including the data 
pipeline, the HELIOT approach, and the empirical study design used to 
evaluate the proposed CDSS. Section 5 shows and discusses the empirical 
results. Section 6 provides the practical implications, future research 
lines, and limitations of our study. Section 7 concludes the paper.

2.  State of art and motivation

This section reviews current CDSS challenges and limitations, dis-
cusses recent advances in LLMs for processing medical text, and presents 
the motivation behind our work.

2.1.  CDSSs challenges and limitations

CDSSs are pivotal in improving patient safety and clinical efficiency 
through integration with Electronic Medical Records [3]. In the pharma-
cological domain, these systems must navigate complex territory, man-
aging intricate drug interactions and patient-specific factors that require 
sophisticated algorithms to detect potential adverse reactions [19].

Research demonstrates the value of CDSSs in reducing medication 
errors, with knowledge-based systems showing a 4.4% improvement in 

prescribing behavior [4] and AI-based approaches achieving enhanced 
accuracy in prescription verification [20]. However, a critical challenge 
emerges with drug reaction alert systems, where override rates remain 
problematically high-ranging from 43.7% to 97% [21], with particu-
larly concerning rates for opioids [13]. A comprehensive national eval-
uation of 1599 hospitals revealed that while overall CDSS performance 
improved over time, the fundamental alert fatigue problem persisted, 
with hospitals achieving higher scores by overalerting-including inap-
propriate nuisance alerts that contribute to clinician burnout [22].

The root cause of this widespread alert dismissal [6–13] lies in cur-
rent systems’ inability to effectively interpret unstructured clinical nar-
ratives containing crucial patient-specific information about medication 
tolerances and reactions. Evidence indicates that incorporating previ-
ous drug tolerance data could significantly reduce unnecessary alerts 
[8]. While promising solutions have emerged, including ontology-based 
systems [23] and machine learning approaches [24], these methods fall 
short when representing these complex clinical scenarios, highlighting 
how advanced natural language processing techniques could potentially 
transform alert relevance and clinical acceptance.

2.2.  LLMs opportunities

LLMs have revolutionized the field of NLP by leveraging the Trans-
former architecture with self-attention mechanisms, as introduced by 
Vaswani et al. [25]. Notable examples of these models include commer-
cial offerings such as GPT-3 [26] and GPT-4 [14], as well as open-source 
models like BERT [27], FLAN-T5 [28], LLama [29], BLOOM [30], and 
GLM [31]. LLMs are trained on extensive text datasets and often contain 
hundreds of billions of parameters [32–34]. The initial “pre-training” 
phase is computationally intensive but essential for enabling these mod-
els to perform a wide range of NLP tasks, such as translation and sum-
marization, with high proficiency [32–34].

Following pre-training, LLMs can be specialized through a fine-
tuning process, which involves using smaller datasets to tailor the mod-
els for specific NLP tasks, such as question-answering or tasks within dif-
ferent domains. Several emergent abilities have been discovered in the 
context of LLMs. The key abilities include “In-context learning,” “In-
struction following,” and “Step-by-step reasoning.” “In-context learn-
ing,” introduced by GPT-3, allows models to perform tasks based on 
examples without additional training. “Instruction following” enables 
the models to execute tasks based solely on given instructions, while 
“Step-by-step reasoning” facilitates solving complex problems through 
chain-of-thought prompting [35]. These sophisticated capabilities make 
LLMs particularly promising for healthcare applications, with recent re-
search demonstrating their effectiveness in generating differential di-
agnoses [16] and enhancing clinical documentation [15]. Their unique 
ability to process context-rich information and perform complex reason-
ing aligns with the challenge of interpreting medication narratives in 
clinical notes-a critical area where current CDSSs fail. Recent work has 
explored specialized LLMs for medication guidance, with systems like 
ShennongMGS demonstrating the potential of fine-tuned models for ad-
verse drug reaction prediction and medication decision support [36]. 
However, these approaches typically focus on general medication guid-
ance rather than specifically addressing the challenge of interpreting 
unstructured clinical narratives for patient-specific adverse reaction as-
sessment, which remains a critical gap in current CDSS implementations. 
Despite this natural fit between LLMs’ capabilities and the challenges of 
medication narrative interpretation, applying LLMs to extract and in-
terpret medication information from unstructured clinical text remains 
underexplored.

2.3.  Motivation of our work

The potential of LLMs for healthcare applications is clear, but trans-
lating this potential into practical systems for medication safety requires 
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addressing several domain-specific challenges. Even in healthcare set-
tings with sophisticated Electronic Health Record systems (EHR), clini-
cal notes documenting patient reactions to drugs, referral letters detail-
ing treatment histories, and records of medication tolerances frequently 
remain as free-text narratives. Traditional CDSSs can only process struc-
tured data and cannot interpret these narrative texts [8]. This means that 
valuable information about a patient’s drug history may be overlooked 
when prescribing medications. For instance, a clinical note stating “Pa-
tient experienced mild rash with amoxicillin but has since tolerated 
cephalexin” contains important information about drug allergies and 
tolerances, but traditional CDSSs cannot extract and use this informa-
tion because it is in free-text format. Moreover, the quantitative impact 
of alert fatigue on clinical decision-making has been well-documented 
through large-scale evaluations. Co et al.’s analysis of national hospi-
tal data demonstrated that hospitals achieving high CDSS performance 
scores often did so by implementing excessive alerting mechanisms, with 
those alerting on low-risk prescriptions scoring 3% higher overall but 
potentially compromising patient safety through alert fatigue [22]. This 
creates a critical paradox: systems designed to improve safety may inad-
vertently reduce it by overwhelming clinicians with inappropriate alerts.

In addition, the research community lacks comprehensive evaluation 
datasets for assessing CDSSs in this field [11]. LLMs may help address 
these challenges by providing the contextual understanding needed to 
interpret narrative texts and generate more targeted, contextually ap-
propriate alerts, thereby reducing alert fatigue while improving medi-
cation safety. Our work aims to fill these gaps by providing open-source 
tools and evaluation resources to support future research in enhancing 
clinical decision support through natural language understanding.

3.  HELIOT framework

This section presents the HELIOT CDSS, illustrating design principles 
and implementation details.

3.1.  CDSS design and approach

The proposed framework comprises three integrated components: 
the decision support process, system architecture, and data adaptabil-
ity mechanisms, described in detail below.

3.1.1.  Decision support process
HELIOT employs a Retrieval Augmentation Generation (RAG) ap-

proach to support physicians in medication decisions based on patients’ 
adverse reaction histories. RAG is a technique that enhances LLMs by 
retrieving relevant information from external knowledge sources be-
fore generating responses, making the output more informed, contex-
tualized, and accurate. The decision process follows several integrated 
steps to produce clinical assessments.

The foundation of our approach begins with the parallel retrieval of 
drug information from specialized databases containing pharmaceutical 
data (active ingredients, excipients, contraindications, and side effects) 
while simultaneously analyzing patient clinical notes to identify poten-
tially problematic ingredients.

A critical feature of our system is its ability to maintain continu-
ity of care by integrating current and historical patient data. The pa-
tient database stores and updates clinical notes from previous encoun-
ters, creating a longitudinal record of adverse reactions and tolerances. 
When a healthcare professional consults the system about a new medica-
tion, these historical records are automatically retrieved and combined 
with current clinical notes. This integration provides a complete picture 
of the patient’s reaction history, even in facilities without integrated 
EHR systems, ensuring that past adverse events are not overlooked in 
current decision-making. Once all relevant information, including drug 
composition, current clinical notes, and the patient’s historical data, is 
gathered, the system executes the core decision support logic. This logic 
employs carefully crafted prompts (Figs. 1 and 2) that guide the LLM 

Fig. 1. Decision support prompt: system prompt.

Fig. 2. Decision support prompt: user prompt.

to analyze the clinical situation. Following the persona pattern [37], 
our system instructs the LLM to embody an expert physician who eval-
uates potential adverse reactions by examining relationships between 
the drug’s composition and the patient’s documented reaction history, 
including current and historical notes.

The system’s final output provides an assessment structured in three 
parts: a clinical classification of the case (e.g., “Direct Active Ingredi-
ent Reactivity”), a categorization of the reaction severity (e.g., “Life-
threatening”), and a detailed analysis explaining the rationale behind 
these classifications. The alert type is automatically determined based 
on the combination of case classification and reaction severity, as shown 
in Table 1.

When conflicting information emerges during the decision support 
process, HELIOT employs a hierarchical resolution strategy that priori-
tizes patient safety while incorporating clinical context. The system ap-
plies the following conflict resolution principles:

1. Patient-Specific Evidence Priority - documented patient-specific tol-
erance or adverse reactions in clinical notes override general phar-
maceutical contraindications

2. Temporal Precedence - more recent clinical observations take prece-
dence over older general warnings while maintaining awareness of 
historical patterns
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Table 1 
Case classification, reaction type, and alert type.
 Case Classification  Reaction Type  Alert Type
 No documented reactions or intolerances  None  None
 No reactivity to prescribed drug’s ingredients or excipients  None  None
 Direct active ingredient reactivity  Life-threatening  Interruptive

 Non life-threatening immune-mediated  Interruptive
 Non life-threatening non immune-mediated  Non-interruptive

 Direct excipient reactivity  Life-threatening  Interruptive
 Non life-threatening immune-mediated  Interruptive
 Non life-threatening non immune-mediated  Non-interruptive

 Chemical-based cross-reactivity to excipients  Life-threatening  Interruptive
 Non life-threatening immune-mediated  Interruptive
 Non life-threatening non immune-mediated  Non-interruptive

 Drug class cross-reactivity without documented tolerance  Life-threatening  Interruptive
 Non life-threatening immune-mediated  Interruptive
 Non life-threatening non immune-mediated  Non-interruptive

 Drug class cross-reactivity with documented tolerance  None  None

Fig. 3. Ingredient translation prompt.

3. Severity-Based Escalation - life-threatening reactions documented in 
patient history always trigger alerts regardless of conflicting toler-
ance data

4. Clinical Context Integration - the LLM synthesizes official pharma-
ceutical data with direct clinical observations, reasoning through ap-
parent contradictions (e.g., “patient has documented penicillin al-
lergy but tolerated amoxicillin”)

5. Uncertainty Acknowledgment - when conflicts cannot be definitively 
resolved through clinical reasoning, the LLM is instructed to explic-
itly state uncertainty and recommend clinical review rather than 
making unilateral decisions.

This strategy leverages the LLM’s natural language reasoning capabili-
ties while ensuring that clinical judgment remains paramount.

It is worth noting that HELIOT faces a significant linguistic challenge 
when processing clinical notes from different regions and healthcare 
systems. Current LLMs, as demonstrated by Wendler et al [38], exhibit 
an intrinsic bias toward English in their conceptual processing, poten-
tially compromising reasoning accuracy when working with non-English 
medical terminology. HELIOT addresses this limitation by standardizing 
all medical and pharmaceutical terminology into English using a ded-
icated translation prompt (Fig. 3). This approach not only overcomes 
the language bias of underlying models but also ensures optimal cor-
respondence with international medical ontologies that predominantly 
use English nomenclature.

3.1.2.  System architecture
Building upon the RAG approach described above, HELIOT’s archi-

tecture implements a modular, model-agnostic framework designed for 
deployment flexibility across different healthcare environments. The 
system separates data management, retrieval coordination, and deci-
sion support logic into distinct components that can be independently 
updated or scaled.

As shown in Fig. 4, the architecture comprises three main com-
ponents: a web application for standalone operation, an API applica-
tion providing RESTful services for EHR integration, and the HELIOT 
Controller implementing the core decision-making logic. This service-
oriented design enables HELIOT to function both as an independent 

Fig. 4. HELIOT CDSS architecture.

clinical tool and as an external microservice that existing healthcare 
systems can invoke without replacing their native infrastructure.

The HELIOT Controller serves as the central orchestration engine, co-
ordinating several specialized sub-components. The TileDB Drug and Pa-
tient Databases store comprehensive pharmaceutical information (drug 
identifiers, active ingredients, excipients, contraindications, and side ef-
fects) and patient clinical notes respectively. We selected TileDB [39] 
for its efficient data retrieval, storage compression capabilities, and ver-
satility in supporting both local and cloud deployments. The Synonym 
Manager maintains an in-memory structure that maps canonical ingre-
dient names to their corresponding synonyms, ensuring standardized 
ingredient recognition. The LLM component handles advanced natu-
ral language processing tasks, interpreting medical texts and generating 
contextually relevant recommendations.

Finally, the API application provides RESTful services consumed by 
either the web interface or external EHR systems through standard FHIR 
and HTTP protocols. To enhance user experience, the API streams re-
sponses in real-time using server-sent events, providing immediate feed-
back as results become available and reducing perceived latency.

The data retrieval mechanism follows a multi-layered architecture 
(see Fig. 5) that begins when a physician or clinician submits a pre-
scription request through the web application or EHR system.
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Fig. 5. HELIOT CDSS data flow.

This initial request, containing drug codes, patient IDs, and clinical 
notes, is forwarded through the API Layer to the HELIOT Controller. 
Upon receiving the request, the HELIOT Controller simultaneously ini-
tiates three parallel data retrieval operations: querying drug informa-
tion from the Drug Database (local DB or through FHIR integration), 
retrieving historical patient notes from the Patient Database, and re-
solving ingredient synonyms through the Synonym Manager. Once these 
queries are complete, the controller prepares a prompt incorporating all 
retrieved data elements and leverages the LLM to process this infor-
mation and generate a clinical assessment. The generated assessment 
undergoes parsing by the controller, which logs the response and up-
dates patient information in the database. This architecture ensures op-
timal performance through parallel retrieval strategies, maintains data 
integrity through secure access protocols, and provides seamless inte-
gration capabilities that allow HELIOT to enhance existing healthcare 
workflows without disrupting established infrastructure.

3.1.3.  LLM-pharmaceutical data integration framework
The coordination between pharmaceutical databases and clinical 

narratives operates through four distinct layers:

• Data abstraction layer: This layer provides uniform access to het-
erogeneous pharmaceutical data sources through a configurable in-
terface that abstracts implementation-specific details. The system 
employs a generic loading mechanism that dynamically selects ap-
propriate data management modules based on configuration param-
eters, enabling seamless integration with different pharmaceutical 
repositories (local databases, FHIR-compliant servers, national drug 
registries) without requiring architectural changes. This abstraction 
ensures that upper layers receive pharmaceutical data in a consistent 
format regardless of the underlying data source, allowing HELIOT to 
adapt to diverse healthcare IT environments while maintaining iden-
tical clinical decision support capabilities.

• Retrieval coordination layer: The system orchestrates parallel data 
retrieval operations to minimize response latency. When a clinician 
queries about a specific medication, this layer simultaneously: (1) 
retrieves comprehensive pharmaceutical data using drug identifiers, 
(2) accesses current patient clinical notes, (3) queries historical ad-
verse reaction records, and (4) resolves ingredient synonyms through 
the synonym management system. This parallel processing ensures 
that all relevant context is available before LLM processing begins.

• Context assembly layer: Retrieved information is structured into 
coherent prompts that guide LLM reasoning. This layer combines 
pharmaceutical data (active ingredients, excipients, known con-
traindications) with patient-specific information (documented reac-
tions, tolerances, clinical notes) into the specialized prompts shown 
in Figs. 1 and 2. The assembly process includes linguistic standard-

ization (see Section 3.1.1) and maintains semantic relationships be-
tween different data elements.

• LLM processing layer: The assembled context is processed by the 
LLM backend to generate clinical recommendations. This layer is 
designed to be model-agnostic, supporting different LLM architec-
tures through standardized input/output interfaces. The processing 
follows the decision support logic outlined in Section 3.1.1, produc-
ing structured outputs that include clinical classifications, severity 
assessments, and reasoning explanations.

This layered approach ensures that LLM integration remains flexible 
while maintaining consistent decision support quality across different 
technological environments.

3.1.4.  Data flexibility and adaptability
The architectural design and LLM integration framework described 

above are built upon a foundation of data flexibility that enables HE-
LIOT to adapt to diverse healthcare environments and evolving medical 
knowledge. This adaptability manifests across multiple dimensions of 
the system’s operation. As detailed in Section 3.1.2, while drug iden-
tifiers need standardization, most critical information-including active 
ingredients, excipients, contraindications, and side effects-can be stored 
as unstructured free text, eliminating the need for complex data normal-
ization procedures. Similarly, the patient clinical database-while main-
tained locally within HELIOT-demonstrates adaptability in processing 
clinical information. The system does not impose rigid requirements on 
structuring clinical notes, relying instead on the LLM’s natural language 
processing capabilities to extract relevant adverse reaction information 
from various documentation styles and formats. Regarding linguistic 
adaptation, the standardization process employs generalized language 
conversion mechanisms to normalize terminology into a standard lan-
guage. This approach allows healthcare facilities in regions with differ-
ent primary languages to utilize the system while maintaining consistent 
clinical reasoning.

Beyond static data handling, the architectural flexibility extends to 
dynamic system maintenance and evolution. HELIOT incorporates a 
multi-layered updating framework to ensure the system remains current 
with evolving medical knowledge and regulatory requirements. The up-
dating strategy varies depending on the deployment scenario. For stan-
dalone deployments, the local drug database receives routine monthly 
updates for standard pharmaceutical information, while critical safety 
data is incorporated within 24 h of regulatory announcements. For EHR-
integrated deployments, HELIOT leverages FHIR R4 interfaces to access 
real-time pharmaceutical data directly from institutional repositories, 
ensuring automatic synchronization as institutional systems receive up-
dates. This data-level flexibility is complemented by adaptable deci-
sion logic through the use of a prompt-based framework. As medical 
understanding advances, clinical protocols can be updated by modify-
ing the structured prompts while maintaining backward compatibility 
through REST API versioning mechanisms. Finally, the model-agnostic 
architecture and microservices design support seamless component evo-
lution. Language models can be upgraded through standardized inter-
faces, while individual services can be updated independently using 
rolling deployment strategies to ensure zero downtime. This updating 
framework ensures HELIOT maintains clinical accuracy and operational 
stability across diverse healthcare environments as medical knowledge 
and technology evolve.

3.2.  HELIOT prototype

This section describes our implementation of the HELIOT CDSS de-
sign as a functional prototype.

3.2.1.  Pharmaceutical data pipeline
The first step in developing our prototype was creating a compre-

hensive pharmaceutical knowledge base. To this aim, we developed a 
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Table 2 
Drug dataset structure.
 Column  Description
 Drug_code  It is the ministerial code of the drug, also known as the AIC code (Marketing Authorization issued by AIFA)
 Drug_name  It is the drug name
 Drug_form_full_descr  It is the pharmaceutical form of the drug
 Atc_code  It is the drug’s ATC (Anatomical Therapeutic Chemical) code, according to the Word Health Organization classification system.
 Leaflet  It is the leaflet file name.

Fig. 6. Overview of the pharmaceutical data pipeline process.

specialized data pipeline to transform raw pharmaceutical data into HE-
LIOT’s pharmaceutical knowledge base. The pipeline (see Fig. 6) consists 
of three main phases: 1) Data Collection, 2) Data Preprocessing, and 3) 
Database Population.

The subsequent subsections offer an explanation of each phase.

3.2.1.1.  Data collection. In the data collection phase, we gathered the 
necessary data for our experiments, specifically the datasets for drugs 
and leaflets.
 3.2.1.1.1.  Drug dataset. The first step was creating the drug dataset. 
To this end, an Italian company provided us with the PostgreSQL dump 
of the database of Italian medicines approved by the Italian Medicines 
Agency (AIFA).1 The drug dataset has 106,962 drugs. Table 2 reports 
the dataset columns.
 3.2.1.1.2.  Leaflets dataset. The next step was to collect the leaflets 
associated with the medications. To make the pipeline production-
ready, we automated this step by referring to a pharmaceutical data 
provider, the Farmadati company 2 that is one of Italy’s major phar-
maceutical data providers. It offers paid services to download the up-
to-date drug database, including leaflets. Consequently, we utilized the 
web services provided by Farmadati to acquire leaflets for each medica-
tion in the dataset. The final leaflets dataset contains 19,188 files. The 
leaflets’ structure includes the medication’s name, qualitative and quan-
titative composition, pharmaceutical form, clinical information, phar-
macological properties, pharmaceutical information, radiation dosime-
try data for radiopharmaceuticals, and instructions on extended prepa-
ration and quality control for radiopharmaceuticals.
 3.2.1.1.3.  Drugs subset extraction. The final step of the data collec-
tion phase was creating a representative subset of drugs for the subse-
quent “data preprocessing” step. The drug dataset was randomly sam-
pled from the drugs dataset using ATC codes. We followed the distri-
bution reported in literature studies [8,12,13] to ensure the dataset re-
flected real-world drug prescription and adverse reaction patterns. The 
sampling process maintained the proportions of different drug classes as 
observed in clinical settings, with narcotic analgesics representing the 

1 AIFA. https://www.aifa.gov.it/en/trova-farmaco
2 Farmadati. https://www.farmadati.it/default.aspx

Table 3 
Drug distribution in dataset.
 Drug Class  Perc.  No. of drugs
 Opioids  65%  653
 Antibiotics  15%  152
 NSAID  5%  47
 Diuretics  2%  24
 Antiplatelet agents  2%  16
 Other  11%  108
 TOTAL  1000

largest group (65%), followed by antibiotics (15%), NSAID (5%), di-
uretics (2%), antiplatelet agents (2%), and other medications (11%). 
We also included common excipients associated with both immedi-
ate and delayed hypersensitivity reactions, with particular attention to 
preservatives and common allergens (e.g., polyethylene glycol, polysor-
bates, benzalkonium chloride).

Table 3 reports the final dataset distribution.

3.2.1.2.  Data preprocessing. The data preprocessing phase addressed 
two key challenges in the leaflet data for our drug subset.

First, single leaflets often contain information for multiple pharma-
ceutical forms of the same medication (e.g., the ORAMORPH leaflet in-
cludes details for both syrup and oral solution forms). Since healthcare 
professionals prescribe specific forms, we must extract form-specific in-
formation while excluding irrelevant details. Second, the original ingre-
dients and excipients were in Italian, requiring translation to English 
(consistently with the linguistic standardization approach discussed in 
Section 3.1) to enable synonym matching through international services 
like PubChem.3 4 This standardization is paramount as ingredients may 
appear under different names in medical records (e.g., “acetylsalicylic 
acid” vs “aspirin”).

To address these challenges, we leveraged GPT-4o with two special-
ized prompts for processing ingredients and leaflet sections. For the sake 
of readability, we did not report the full prompts that can be found in 
our online repository [40].

During this phase, we processed 1035 unique ingredients and created 
an ingredient dictionary by querying PubChem REST services for com-
prehensive synonym lists. The preprocessing resulted in two structured 
datasets: “leaflet_info.csv” containing form-specific drug details and “in-
gredients_synonyms.csv” with standardized ingredient names and vari-
ants. Tables 4 and 5 detail the structure of these datasets.

To ensure the accuracy of the preprocessed data, two healthcare pro-
fessionals (a clinical pharmacist and a physician) independently vali-
dated a random sample of 20% of the drugs subset. This sample size 
was determined following established methodology for validation stud-
ies [41] and provides an appropriate statistical power for this applica-
tion. The healthcare professionals focused on verifying that GPT-4o cor-
rectly extracted information specific to each pharmaceutical form from 
the official leaflets. They also verified the accuracy of ingredient and 

3 PubChem substances. https://pubchem.ncbi.nlm.nih.gov/rest/pug/
substance/name/{encoded_ingredient_name}/synonyms/JSON
4 PubChem compounds. https://pubchem.ncbi.nlm.nih.gov/rest/pug/

compound/name/{encoded_ingredient_name}/synonyms/JSON
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Table 4 
Processed leaflet dataset structure.
 Column  Description
 Drug_code  It is the ministerial code of the drug.
 Drug_name  It is the drug name.
 Drug_form  It is the pharmaceutical form of the drug.
 ATC  It is the ATC code of the drug.
 Composition  It contains the list of the drug’s active ingredients.
 Excipients  It contains the list of the drug’s inactive ingredients.
 Contraindications  It contains the contraindications for the drug.
 Drug_interactions  It contains the drug interactions.
 Side effects  It reports the side effects of the drug.
 Incompatibilities  It reports the incompatibilities for the drug in the case of concurrent pharmaceutical therapies.

Table 5 
Ingredient synonyms dataset structure.
 Column  Description
 Ingredient  It is the ingredient name extracted from the processed leaflets;
 English_name  It is the English translation of the ingredient.
 Synonyms  List of synonyms separated by ‘#’ returned by the PubChem REST service.
 Type  It represents the type of the ingredient, namely active or inactive.

excipient translations from Italian to English, ensuring correct match-
ing with PubChem synonyms. The validation established that our pre-
processing approach, particularly the designed GPT-4o prompts, effec-
tively isolated and extracted form-specific information from the official 
leaflets while maintaining data integrity. The high inter-rater agreement 
(Cohen’s kappa [42] = 0.95) further supported the reliability of our 
approach, demonstrating “almost perfect” consensus between clinical 
experts.

3.2.1.3.  Populate HELIOT databases. We then populated two 
databases using the preprocessed datasets: the drug database using 
“leaflet_info.csv” and the synonyms database using “ingredients_syn-
onyms.csv” (see Section 3.2.1.2). For the drug database schema, we 
defined drug_code, atc_code, composition, and excipients as dimensions 
with ASCII data type, while other columns became array attributes. 
We applied “ZstdFilter” compression [43] at level 3 for text-heavy 
attributes to optimize storage and query performance. Given the 
manageable number of ingredients (1,035) for the synonyms database, 
we implemented an in-memory data structure to ensure fast retrieval 
of ingredient synonyms during CDSS processing.

3.2.2.  Prototype implementation
Building upon the data pipeline, we developed a fully functional 

proof-of-concept (POC) prototype of the HELIOT CDSS. This implemen-
tation demonstrates how the conceptual architecture described in Sec-
tion 3.1.2 translates into practice with specific technology choices and 
integration patterns. While the architecture is designed to be model-
agnostic and compatible with various LLMs (e.g., LLaMA), for this imple-
mentation we utilized GPT-4o through the OpenAI API. The prototype 
consists of the web application developed using the Streamlit frame-
work, the API application developed using the FAST API and Uvicorn 
frameworks, and the HELIOT Controller developed using TileDB and the 
OpenAI API. The web application provides functionalities for processing 
single prescriptions with streamed results, uploading entire datasets for 
batch processing, and downloading results.

All the scripts, results, and source code are provided in our online 
repository [40].

4.  Evaluation methodology

This section describes the methodology for evaluating HELIOT’s ef-
fectiveness as a clinical decision-support system, including our research 
objectives, the creation of a specialized evaluation datasets, and the ex-
perimental design.

4.1.  Research goals

The primary goal of the empirical assessment was to analyze the 
effectiveness of the proposed CDSS in two key dimensions: accuracy of 
clinical decision support and reduction of alert fatigue. The purpose was 
to provide empirical evidence highlighting the benefits and limitations 
of the HELIOT CDSS, enabling healthcare professionals to be aware of 
the strengths and weaknesses they would encounter through its use.

Specifically, the empirical assessment aimed to address the following 
research question:

RQ: How effective is HELIOT CDSS in identifying potential drug re-
actions and reducing alert fatigue? 

This research question encompasses the system’s ability to correctly 
identify potential adverse drug reactions and provide contextually ap-
propriate alerts that do not overwhelm clinicians with unnecessary 
warnings.

4.2.  Synthetic patient dataset creation

To evaluate HELIOT, we developed a synthetic patient dataset that 
represents the variety and complexity of adverse drug reaction scenar-
ios encountered in clinical practice. Recent studies [44,45] support this 
synthetic data approach, demonstrating its potential to replicate real-
world analysis results while maintaining privacy and supporting ro-
bust evaluation. Our synthetic dataset creation followed a systematic, 
literature-informed approach to ensure clinical accuracy and real-world 
representativeness. We began by analyzing distribution patterns from es-
tablished literature [8,12,13] that documented comprehensive data on 
drug allergy alert systems, including override rates and reaction patterns 
across different drug categories. These studies provided empirical evi-
dence showing override rates ranging from 43.7% to 97% across differ-
ent therapeutic classes, with narcotic analgesics exhibiting the highest 
override rates and most common reactions, including itching (23.3%), 
nausea (13%), and hives (10.7%). Based on this literature analysis, we 
created structured JSON configuration files that defined clinical case 
distributions across seven distinct classification categories (see Table 6), 
designed to capture the full spectrum of adverse drug reaction scenarios 
encountered in clinical practice. These JSON configuration files served 
as input specifications for automated dataset generation scripts, defining 
the expected number of cases for each scenario type, reaction severity 
levels, alert requirements, and clinical narrative templates.

The JSON configuration files specified parameters including case 
distributions, drug selections from our pharmaceutical database,
reaction severity mappings, and clinical narrative templates for each 
classification type. The classifications range from patients with no 
documented reactions to complex cross-reactivity patterns involving 
chemical similarities between excipients or therapeutic drug classes. 
Each classification was further subdivided based on reaction sever-
ity (life-threatening, non-life-threatening immune-mediated, or non-
life-threatening non-immune-mediated) and documented tolerance pat-
terns. For cross-reactivity scenarios, we incorporated established chem-
ical relationships between excipients based on documented cross-
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Table 6 
Clinical cases classifications.
 Classification Description

 No documented reactions or intolerances Patients with no history of adverse drug reactions or intolerances in their clinical 
records

 Direct active ingredient reactivity Patients with documented adverse reactions to the active ingredient of the prescribed 
drug

 Direct excipient reactivity Patients with documented reactions to an excipient present in the prescribed drug’s 
formulation

 No reactivity to prescribed drug’s ingredients or excipients Patients with documented adverse drug reactions, but not related to any component 
of the prescribed drug

 Chemical-based cross-reactivity to excipients Patients with adverse reactions to drugs in the same therapeutic class as the prescribed 
medication, without documented tolerance

 Drug class cross-reactivity without documented tolerance Patients with adverse reactions to drugs in the same therapeutic class as the prescribed 
medication, without documented tolerance

 Drug class cross-reactivity with documented tolerance Patients with adverse reactions to drugs in the same therapeutic class but with docu-
mented tolerance to the prescribed medication

Fig. 7. Class distribution in the patients dataset.

sensitivity patterns [46,47]. Cross-reactivity cases were designed around 
known chemical similarities, such as polyethylene glycol reactions with 
potential cross-reactivities to polysorbates, poloxamers, and cremophor, 
or drug class cross-reactivity scenarios based on established therapeutic 
relationships within antibiotic families or analgesic classes. The distri-
bution of cases across different classifications reflects real-world clini-
cal patterns, with drug class cross-reactivity scenarios representing the 
largest proportion of cases, as shown in Fig. 7. This distribution ensures 
testing of HELIOT’s ability to handle various clinical scenarios while 
maintaining statistical validity for evaluation purposes. Clinical note 
generation was automated through specialized Python scripts that read 
the JSON configuration files and created patient-specific clinical narra-
tives. These automated generation scripts processed the configuration 
data to create realistic clinical notes incorporating appropriate medi-
cal terminology, reaction descriptions, temporal relationships spanning 
from 2000 to 2025, and tolerance documentation where clinically ap-
propriate. The generation process utilized predefined clinical templates 
that were refined through iterative consultation with healthcare pro-
fessionals to ensure linguistic authenticity and clinical accuracy. The 
scripts randomly selected appropriate drugs from our pharmaceutical 
database based on the therapeutic classes specified in the JSON config-
urations (i.e., ATC codes), generated unique patient identifiers, and cre-
ated detailed clinical narratives that included specific reaction histories, 
symptom descriptions, and documented medication tolerances where 
clinically appropriate. The final dataset structure is detailed in Table 7, 
which shows the key fields maintained for each synthetic case to ensure 
consistency with real-world electronic health records. The dataset val-
idation process involved two healthcare professionals (a clinician and 
a physician) who complemented our earlier pharmaceutical validation 
team (see Section 3.2.1) with specialized knowledge in patient reactions 
and medical documentation. We implemented a human-in-the-loop val-
idation approach where each synthetic case underwent independent ex-
pert review to verify clinical plausibility, appropriate reaction-drug re-
lationships, and accurate alert classification. As demonstrated in similar 
healthcare Artificial Intelligence implementations where human exper-
tise guides model decisions and validates outputs [48–50], this approach 

Table 7 
Synthetic dataset structure.
 Field  Description
 Patient ID  Unique identifier for each case
 Drug Code  Ministerial code of the prescribed drug
 Drug Name  Name of the prescribed drug
 Clinical Note  Detailed patient history including adverse reactions
 Classification  Case classification category
 Alert Type  Interruptive/Non-interruptive/No alert
 Reaction Type  Severity and nature of reaction
 Prescribed ATC  ATC code of the prescribed drug

enhanced both the interpretability and reliability of the AI systems. The 
validation process examined multiple dimensions of each case, including 
the appropriateness of documented reactions for specific drugs, the clin-
ical logic of cross-reactivity patterns, the accuracy of severity classifica-
tions, and the appropriateness of recommended alert types. For example, 
experts verified that documented reactions such as rash or swelling were 
clinically consistent with the prescribed medication’s known adverse ef-
fect profile, ensuring that our synthetic cases reflected realistic clinical 
scenarios. Disagreements between reviewers were resolved through con-
sensus meetings, with particular attention to complex cross-reactivity 
cases where alert type assignments required nuanced clinicaljudgment. 
The final validation achieved an inter-rater agreement of 0.91 (Cohen’s 
kappa), indicating “almost perfect” consensus between clinical experts 
and confirming the reliability of our synthetic dataset creation approach. 
The resulting dataset contains 1000 synthetic cases with a comprehen-
sive distribution across clinical scenarios and alert requirements. Table 8 
provides the complete breakdown of case distribution by classification, 
reaction type, and alert type, demonstrating the dataset’s coverage of di-
verse clinical scenarios designed to test HELIOT’s ability to distinguish 
between different types of adverse drug reaction situations and generate 
contextually appropriate clinical recommendations.

The source code and configuration files for the dataset creation can 
be found in our online repository [40].

4.3.  Real-world validation case study

Validation of HELIOT’s performance beyond controlled synthetic 
scenarios involved obtaining real-world Electronic Health Record data 
from an Italian healthcare IT company that provides EHR systems to 
healthcare facilities. This dataset contained medication administrations 
for over 2000 patients with 10,000 randomly extracted administrations, 
all representing safe prescriptions that were actually administered to 
patients. Clinical notes were extracted from the allergy and intolerance 
sections of patient medical records, documented in Italian by health-
care professionals during routine clinical practice. After joining with 
our pharmaceutical subset of 1000 drugs, we obtained 162 patients 
with corresponding prescriptions, distributed as 114 patients without 
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Table 8 
Case distribution by classification, reaction type, and alert type.
 Case Classification  Reaction Type  Alert Type  Cases  Perc.
 No documented reactions or intolerances  None  None  11  1.1%
 No reactivity to prescribed drug’s ingredients or excipients  None  None  30  3.0%
 Direct active ingredient reactivity  Life-threatening  Interruptive  9  0.9%

 Non life-threatening immune-mediated  Interruptive  12  1.2%
 Non life-threatening non immune-mediated  Non-interruptive  9  0.9%

 Direct excipient reactivity  Life-threatening  Interruptive  6  0.6%
 Non life-threatening immune-mediated  Interruptive  4  0.4%
 Non life-threatening non immune-mediated  Non-interruptive  14  1.4%

 Chemical-based cross-reactivity to excipients  Life-threatening  Interruptive  15  1.5%
 Non life-threatening immune-mediated  Interruptive  9  0.9%
 Non life-threatening non immune-mediated  Non-interruptive  26  2.6%

 Drug class cross-reactivity without documented tolerance  Life-threatening  Interruptive  103  10.3%
 Non life-threatening immune-mediated  Interruptive  271  27.1%
 Non life-threatening non immune-mediated  Non-interruptive  126  12.6%

 Drug class cross-reactivity with documented tolerance  None  None  355  35.5%
 TOTAL  1000  100%

Table 9 
Classification results per category (averaged over five runs).
 Case Category  Precision  Recall  F1  Cases
 Chemical-based cross-reactivity to excipients  0.9804  1.0000  0.9901  50
 Direct active ingredient reactivity  1.0000  1.0000  1.0000  30
 Direct excipient reactivity  1.0000  0.9583  0.9787  24
 Drug class cross-reactivity with documented tolerance  1.0000  1.0000  1.0000  355
 Drug class cross-reactivity without documented tolerance  1.0000  1.0000  1.0000  500
 No documented reactions or intolerances  0.9167  1.0000  0.9565  11
 No reactivity to prescribed drug’s ingredients or excipients  1.0000  0.9667  0.9831  30
 Macro Average  0.9853  0.9893  0.9869  1000

Table 10 
Classification results per reaction type (averaged over five runs).
 Reaction Type  Precision  Recall  F1  Cases
 None  1.0000  1.0000  1.0000  396
 Life-threatening  1.0000  1.0000  1.0000  133
 Non life-threatening immune-mediated  1.0000  1.0000  1.0000  296
 Non life-threatening non immune-mediated  1.0000  1.0000  1.0000  175
 Macro Average  1.0000  1.0000  1.0000  1000

Table 11 
Classification results per alert type (averaged over five runs).

 Ground  Heliot  Traditional
 Alert Type  Truth (%)  (%)  Systems (%)
 No Alert Needed  396 (39.6%)  396 (39.6%)  41 (4.1%)
 Interruptive Alert  429 (42.9%)  429 (42.9%)  959 (95.9%)
 Non-Interruptive Alert  175 (17.5%)  175 (17.5%)  0 (0%)

known allergies and 48 patients with clinical notes documenting drug 
allergies, adverse reactions, or side effects. Among the 48 patients with 
documented clinical notes, 2 cases specifically documented tolerance 
to the prescribed drug. While this distribution differs from literature 
patterns used in our synthetic dataset, this was expected given the ran-
dom extraction across multiple departments and the limited scope of 
our pharmaceutical database.

4.4.  Model selection and setup

To evaluate the HELIOT’s robustness, we selected three represen-
tative LLMs with distinct characteristics and deployment approaches. 
The selection encompasses cloud-based and local deployment scenar-
ios, different parameter scales, and diverse training approaches. GPT-4o 
was the primary evaluation model to maintain consistency throughout 
the research pipeline. It had previously been utilized to create synthetic 

datasets and develop pharmaceutical databases. This approach ensures 
methodological coherence across all experimental phases. The model 
was accessed through OpenAI’s API. Google’s Gemma 3 (12B param-
eters) [51] was selected to represent open-weight model architectures 
and validate performance scalability with smaller parameter counts. The 
model was deployed locally using LM Studio, a comprehensive platform 
for LLM experimentation that provides a unified OpenAI-compatible 
REST API for model deployment and inference across various architec-
tures.  Anthropic’s Claude 4 Sonnet was included as a third validation 
point, accessed through Anthropic’s API [52]. We set the temperature 
to 0.0 for all models to reduce non-deterministic outputs and maintain 
consistency across evaluations.

4.5.  Experimental design

We employed five complementary evaluation approaches to investi-
gate the research question

4.5.1.  Evaluation using the synthetic dataset
This first evaluation approach compared responses from HELIOT 

CDSS against ground truth data provided by healthcare professionals 
in the data pipeline (see Section 4.2). This comparison was made using 
the HELIOT CDSS prototype web application (see Section 3.2) for inter-
action and validation. Fig. 8 illustrates the design of the experiment.

We first uploaded the synthetic patient dataset (described in Sec-
tion 4.2) to the HELIOT DSS POC, where the data is analyzed for poten-
tial reactions. The system’s results were then downloaded and compared 
to the ground truth, evaluating separately the “Classification” and “Re-
action Type” assignments provided by the healthcare professionals. The 
alert type is automatically determined based on case classification and 
reaction type, as follows: when there is no documented tolerance, life-
threatening reactions and non life-threatening immune-mediated reac-
tions trigger interruptive alerts, while non life-threatening non immune-
mediated reactions produce non-interruptive alerts. No alerts are needed 
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Table 12 
Gemma 3: classification results per category.
 Case Category  Precision  Recall  F1  Cases
 Chemical-based cross-reactivity to excipients  1.0000  0.9800  0.9899  50
 Direct active ingredient reactivity  1.0000  1.0000  1.0000  30
 Direct excipient reactivity  0.9231  1.0000  0.9600  24
 Drug class cross-reactivity with documented tolerance  1.0000  1.0000  1.0000  355
 Drug class cross-reactivity without documented tolerance  1.0000  1.0000  1.0000  500
 No documented reactions or intolerances  1.0000  1.0000  1.0000  11
 No reactivity to prescribed drug’s ingredients or excipients  1.0000  0.9667  0.9831  30
 Macro Average  0.9890  0.9924  0.9904  1000

Table 13 
Gemma 3: classification results per reaction type.
 Reaction Type  Precision  Recall  F1  Cases
 None  1.0000  0.9242  0.9606  396
 Life-threatening  1.0000  1.0000  1.0000  133
 Non life-threatening immune-mediated  0.9966  1.0000  0.9983  296
 Non life-threatening non immune-mediated  0.8578  1.0000  0.9235  175
 Macro Average  0.9636  0.9811  0.9706  1000

Table 14 
Gemma 3: classification results per alert type.

 Ground  Heliot  Traditional
 Alert Type  Truth (%)  (%)  Systems (%)
 No Alert Needed  396 (39.6%)  366 (36.6%)  41 (4.1%)
 Interruptive Alert  429 (42.9%)  430 (43.0%)  959 (95.9%)
 Non-Interruptive Alert  175 (17.5%)  204 (20.4%)  0 (0%)

Fig. 8. Experiment design and setup.

when there are no documented reactions or when tolerance has been 
previously established (see Table 8 in Section 4.2).

To assess the consistency of the LLM’s responses and evaluate any 
potential non-deterministic behavior, we repeated the experiment five 
times under identical conditions for all three language models (GPT-4o, 
Gemma 3, and Claude Sonnet), averaged the results, and calculated the 
Fleiss’ Kappa, which is a statistical measure that evaluates the agreement 
between multiple raters (or iterations, in this case), across iterations 
[53]. This approach allowed us to verify whether the system produces 
consistent results across multiple runs, which is crucial for ensuring re-
liability in clinical applications.

To quantitatively measure the effectiveness of the HELIOT CDSS, we 
employed three key metrics, which are standard in evaluating classifica-
tion systems and provide a comprehensive view of performance, specif-
ically: Precision, Recall, and F1-score.

Precision is the ratio of true positives (correctly identified instances 
of a class) to all instances predicted as that class. Recall measures the 
proportion of true positive results among all actual positive cases, and 
indicates how well the system can identify positive instances. Finally, 
F1-score is the harmonic mean of precision and recall, providing a met-
ric that balances both concerns. It is particularly useful when the class 
distribution is imbalanced.

We also measured the execution time of the analysis along the five 
runs and averaged the results to evaluate the proposed CDSS’s perfor-
mance comprehensively. We executed the experiment using a MacBook 
M3 Max with 96 GB of RAM and a unified Metal GPU.

4.5.2.  Evaluation using the real-world dataset
For the real-world validation, we processed the 162 patient cases 

from the EHR dataset described in Section 4.3 through HELIOT. We 
maintained the same experimental design used for synthetic dataset 
evaluation, employing identical quantitative metrics (Precision, Recall, 
and F1-score) to ensure consistent performance assessment across syn-
thetic and real-world scenarios. The number of runs for real-world val-
idation was determined based on the consistency patterns observed in 
the synthetic evaluation, with deterministic models requiring single-run 
validation and non-deterministic models requiring multiple runs to en-
sure robust assessment. This real-world case study provides a crucial 
assessment of HELIOT’s ability to process actual clinical documentation 
and handle the linguistic and terminological variations found in routine 
healthcare practice.

4.5.3.  Clinical usability evaluation
To assess the clinical usability of HELIOT’s decision support ap-

proach, we involved nine healthcare professionals. The participant de-
mographics included healthcare professionals from Internal Medicine 
(78%) and Primary Care/Family Medicine (22%) with diverse experi-
ence levels: < 5 years (11%), 5–10 years (33%), 11–20 years (33%), and 
> 20 years (22%). Practice settings varied across hospitals (33%), pri-
vate practices (33%), outpatient clinics (11%), emergency departments 
(11%), and academic medical centers (11%). A structured question-
naire was developed to evaluate clinical accuracy, alert fatigue reduc-
tion, workflow integration, and overall system value across seven repre-
sentative clinical cases spanning cross-reactivity with documented toler-
ance, cross-reactivity without documented tolerance, and non-immune 
side effects. Each case presented patient history, prescribed medication, 
HELIOT’s output with explanation, and traditional CDSS output for com-
parison. The evaluation employed 5-point Likert scales to assess key 
dimensions, including clinical appropriateness and risk assessment ac-
curacy, information clarity, clinical reasoning transparency, confidence 
in recommendations, the impact of alert fatigue, time efficiency, and 
the likelihood of adoption. The evaluation aimed to assess whether 
HELIOT’s contextual approach provides clinically meaningful improve-
ments over traditional CDSS systems in reducing alert fatigue while 
maintaining appropriate clinical safety measures. The complete ques-
tionnaire can be found in Appendix A.
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Table 15 
Claude Sonnet 4.0: classification results per category.
 Case Category  Precision  Recall  F1  Cases
 Chemical-based cross-reactivity to excipients  1.0000  1.0000  1.0000  50
 Direct active ingredient reactivity  1.0000  1.0000  1.0000  30
 Direct excipient reactivity  1.0000  1.0000  1.0000  24
 Drug class cross-reactivity with documented tolerance  1.0000  0.9944  0.9972  355
 Drug class cross-reactivity without documented tolerance  1.0000  1.0000  1.0000  500
 No documented reactions or intolerances  1.0000  1.0000  1.0000  11
 No reactivity to prescribed drug’s ingredients or excipients  0.9375  1.0000  0.9677  30
 Macro Average  0.9911  0.9992  0.9950  1000

4.5.4.  Safety analysis and risk assessment
To ensure clinical safety in alert reduction scenarios, we conducted a 

safety analysis across all datasets and language models. This evaluation 
focused on quantifying clinical risk associated with “no alert needed” 
classifications and identifying potential missed critical events. We ana-
lyzed false negative rates for life-threatening reactions, calculated sensi-
tivity and specificity for critical event detection, and assessed false posi-
tive rates to establish acceptable safety margins. The analysis examined 
consistency across different LLM architectures to validate the robust-
ness of HELIOT’s safety profile. Key metrics included negative predictive 
value for cases classified as requiring no intervention, false alarm rates 
for conservative classifications, and verification of zero missed critical 
events across both synthetic and real-world scenarios.

4.5.5.  Confidence analysis framework
To establish risk thresholds for clinical deployment and assess sys-

tem certainty, we conceived confidence scoring based on token log-
probabilities returned by the LLM for decision support outputs. This 
approach enables quantitative assessment of system confidence and sup-
ports risk-stratified clinical deployment. Four confidence metrics were 
calculated from the LLM’s JSON response:

• Overall confidence: Mean log-probability across the complete JSON 
response

• Analysis confidence: Log-probability of the clinical analysis text
• Case classification confidence: Log-probability of the case classifi-
cation category

• Reaction classification confidence: Log-probability of the reaction 
type classification

These metrics provide multi-dimensional assessment of system cer-
tainty, enabling identification of cases where automated decisions may 
require clinical review. The confidence scoring framework supports the 
development of risk thresholds that balance automated efficiency with 
appropriate clinical oversight, particularly important for cases classified 
as requiring no alerts where missed critical reactions could pose safety 
risks. For both synthetic and real-world evaluations, confidence scores 
were calculated for all cases and analyzed to establish correlation pat-
terns between confidence levels and classification accuracy. This anal-
ysis informs the development of clinical decision thresholds that can 
guide appropriate levels of human oversight in deployment scenarios.

5.  Results

In this section, we present findings from our evaluation approach, 
examining system performance, consistency, usability, risk thresholds, 
and confidence mechanisms.

5.1.  Evaluation using the synthetic dataset

Performance results using the synthetic dataset are reported below.

5.1.1.  GPT-4o performance analysis
Our evaluation with GPT-4o, averaged over five runs to account for 

potential LLM non-deterministic behavior, demonstrates high system 
performance. The Fleiss kappa score across all iterations showed per-
fect agreement (100%) [53,54] with a standard deviation of 0.000 for 
both category and reaction types classifications. This perfect agreement 
confirms that our system exhibited deterministic behavior, producing 
identical classification outputs across all five runs despite the potential 
for LLM-based variability.

Regarding the category classification, the system achieved excellent 
performance, with an overall macro-averaged precision of 0.9853, re-
call of 0.9893, and F1 score of 0.9869 (see Table 9). Notably, perfect 
classification (precision = 1.0000, recall = 1.0000, F1 = 1.0000) was 
achieved for three critical categories: “Direct Active Ingredient Reac-
tivity,” “Drug Class Cross-Reactivity with Documented Tolerance,” and 
“Drug Class Cross-Reactivity Without Documented Tolerance.” This per-
fect performance is particularly significant for the cross-reactivity cate-
gories, which comprised the majority of cases in the dataset (855 out of 
1000 cases).

The “Chemical-Based Cross-Reactivity to Excipients” category 
showed excellent performance with a precision of 0.9804, perfect re-
call of 1.0000, and F1 score of 0.9901. Similar high performance was 
observed for “Direct Excipient Reactivity” (precision = 1.0000, recall 
= 0.9583, F1 = 0.9787), with only one case misclassified as “Chemical-
Based Cross-Reactivity to Excipients.” Importantly, this misclassifica-
tion occurred between categories with similar non-life-threatening, non-
immune-mediated reaction profiles.

For the “No Documented Reactions or Intolerances” category, the 
system achieved a precision of 0.9167 and perfect recall (1.0000), re-
sulting in an F1 score of 0.9565. Similarly, “No Reactivity to Prescribed 
Drug’s Ingredients or Excipients” showed perfect precision (1.0000) 
with slightly lower recall (0.9667) and a high F1 score of 0.9831, with 
one case misclassified as “No Documented Reactions or Intolerances” - 
both categories representing scenarios with no adverse reactions.

This pattern of errors suggests that while the system occasionally 
struggles to differentiate between certain similar non-serious reaction 
types, it maintains robust performance for scenarios with more serious 
clinical implications.

The evaluation of reaction type identification (see Table 10) showed 
perfect accuracy in distinguishing between different severity levels of 
adverse drug reactions, from life-threatening cases to non-immune-
mediated reactions.

Regarding alert generation (see Table 11), our approach suggests 
improvements over traditional CDSSs, which tend to favor interrup-
tive alerts [8,12,13]. By distinguishing between cases requiring inter-
ruptive alerts (39.6%), those where non-interruptive alerts might suf-
fice (17.5%), and situations where no alert is needed (39.6%), HELIOT 
shows promise in addressing alert fatigue by potentially reducing in-
terruptive alerts by 50.3% (395 - 41 No Alert Needed + 175 Non-
Interruptive Alert) compared to traditional systems. However, these re-
sults need validation in real clinical settings, where alert override rates 
typically exceed 90%.
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Another key aspect derived from analyzing the results is the system’s 
efficiency. The average execution time was 2.775 s per patient to see the 
overall response on the web application. Importantly, the response is 
streamed in real-time, similar to how ChatGPT functions, so healthcare 
professionals can start reading the suggestions immediately as they are 
generated without significant delays.

5.1.2.  Gemma 3 performance analysis
Gemma 3 achieved an overall accuracy of 99.80% on the syn-

thetic dataset, averaged over five runs, with macro-averaged precision 
of 0.9890, recall of 0.9924, and F1 score of 0.9904 (see Table 12). 
The Fleiss kappa score across all iterations confirmed perfect agreement 
(100%) and that our system exhibited deterministic behavior.

Regarding category classification, Gemma 3 reached perfect classifi-
cation (precision = 1.0000, recall = 1.0000, F1 = 1.0000) for four criti-
cal categories: “Direct Active Ingredient Reactivity,” “Drug Class Cross-
Reactivity with Documented Tolerance,” “Drug Class Cross-Reactivity 
without Documented Tolerance,” and “No Documented Reactions or In-
tolerances.” The “Chemical-Based Cross-Reactivity to Excipients” cate-
gory showed strong performance with perfect precision (1.0000), recall 
of 0.9800, and F1 score of 0.9899, with one case misclassified. For “Di-
rect Excipient Reactivity,” the system achieved perfect recall (1.0000) 
with a precision of 0.9231 and an F1 score of 0.9600, showing 2 cases 
overclassified from other categories-indicating a conservative approach 
that prioritizes safety. The “No Reactivity to Prescribed Drug’s Ingre-
dients or Excipients” category demonstrated perfect precision (1.0000) 
with a recall of 0.9667 and an F1 score of 0.9831, with one case mis-
classified as a different non-reaction category.

The evaluation of reaction type identification (see Table 13) showed 
strong performance in distinguishing between severity levels, with per-
fect classification for life-threatening cases (precision = 1.0000, recall 
= 1.0000, F1 = 1.0000). Non-life-threatening immune-mediated re-
actions achieved near-perfect performance (precision = 0.9966, recall 
= 1.0000, F1 = 0.9983). For non-life-threatening, immune-mediated 
reactions, the system showed perfect recall (1.0000) with a preci-
sion of 0.8578 and an F1 score of 0.9235, indicating a tendency to-
ward conservative classification. The “None” category achieved per-
fect precision (1.0000) with a recall of 0.9242 and an F1 score
of 0.9606.

For alert generation (see Table 14), Gemma 3 demonstrated effec-
tive alert management with 36.6% cases requiring no alerts, 20.4% 
non-interruptive alerts, and 43.0% interruptive alerts. This distribution 
suggests a 50.0% reduction in unnecessary interruptive alerts compared 
to traditional CDSSs while maintaining perfect identification of critical 
cases requiring immediate attention. The slightly more conservative ap-
proach compared to GPT-4o (36.6% vs 39.6% no-alert cases) reflects 
Gemma 3’s tendency to err on caution, which may be advantageous in 
clinical settings where patient safety is paramount. Gemma 3 evaluation 
was conducted using local deployment, achieving an average response 
time of 6.73 s per patient case. These timing results are provided for 
reference purposes to demonstrate the feasibility of local deployment 
scenarios where data privacy and infrastructure constraints require on-
premises solutions.

5.1.3.  Claude sonnet performance analysis
Claude Sonnet 4 achieved an overall accuracy (averaged over 5 runs) 

of 0.9980 with macro-averaged precision of 0.9911, recall of 0.9992, 
and F1 score of 0.9950, showing consistent performance compared to 
GPT-4o (see Table 15). Like GPT-4o and Gemma3, the Fleiss kappa score 
was 100%, confirming that HELIOT provides deterministic responses.

In category classification, the LLM reached perfect performance (pre-
cision = 1.0000, recall = 1.0000, F1 = 1.0000) for five out of seven 
categories, including all direct reactivity categories and most cross-
reactivity scenarios. The “Drug Class Cross-Reactivity with Documented 
Tolerance” category showed excellent performance with perfect pre-
cision (1.0000) and high recall (0.9944), resulting in an F1 score of 

Table 16 
Claude Sonnet 4.0: classification results per reaction type.
 Reaction Type  Precision  Recall  F1  Cases
 None  1.0000  1.0000  1.0000  396
 Life-threatening  1.0000  1.0000  1.0000  133
 Non life-threatening immune-mediated  1.0000  1.0000  1.0000  296
 Non life-threatening non immune-mediated  1.0000  1.0000  1.0000  175
 Macro Average  1.0000  1.0000  1.0000  1000

Table 17 
Claude Sonnet 4.0: classification results per alert type.

 Ground  Heliot  Traditional
 Alert Type  Truth (%)  (%)  Systems (%)
 No Alert Needed  396 (39.6%)  396 (39.6%)  41 (4.1%)
 Interruptive Alert  429 (42.9%)  429 (42.9%)  959 (95.9%)
 Non-Interruptive Alert  175 (17.5%)  175 (17.5%)  0 (0%)

0.9972. Only 2 out of 355 cases were misclassified in this category. The 
“No Reactivity to Prescribed Drug’s Ingredients or Excipients” category 
achieved perfect recall (1.0000) with a precision of 0.9375 and an F1 
score of 0.9677. The system correctly identified all true cases but gen-
erated two false positives, representing a conservative approach that 
favors patient safety over precision.

The evaluation of reaction type classification showed perfect accu-
racy across all severity levels, achieving 100% precision, recall, and F1 
scores for all categories (see Table 16), which is particularly significant 
for clinical safety.

Regarding alert generation, Claude Sonnet correctly identified all 
396 cases requiring no alerts, 175 cases suitable for non-interruptive 
alerts, and 429 cases requiring interruptive alerts (see Table 17). This 
result represents a potential 53.0% reduction in alert burden compared 
to traditional CDSSs, identical to the one observed with GPT-4o.The av-
erage execution time was 4.37 s per patient, representing a 57% increase 
compared to GPT-4o (2.775 s) but still maintaining clinically acceptable 
response times for decision support applications.

5.2.  Evaluation using the real-world dataset

Validation results employing the real-world dataset are presented in 
the following sections.

Nonetheless, the model obtained the same GPT-4o results in terms 
of alert distribution: 161 cases (99.4%) requiring no alerts and 1 case 
(0.6%) generating an interruptive alert (see Table 26).

5.2.1.  GPT-4o performance analysis
Using GPT-4o as the underlying language model, HELIOT demon-

strated robust performance on the real-world dataset, achieving an over-
all accuracy of 99.38% with macro precision of 100.00%, recall of 
99.28%, and F1-score of 99.63% (see Table 18). The system correctly 
classified all 114 patients without documented reactions and achieved 
perfect performance for drug class cross-reactivity with documented 
tolerance cases. For patients with no reactivity to prescribed drug in-
gredients or excipients, GPT-4o achieved 97.83% recall with one mis-
classification out of 46 cases. This single error resulted in a conser-
vative over-classification where the system predicted drug class cross-
reactivity without documented tolerance, representing a safety-first ap-
proach that avoids missed reactions.

For reaction type classification (see Table 19), HELIOT achieved sim-
ilar high performance, with an overall accuracy of 99.38%. The system 
correctly identified that the vast majority of cases (161 out of 162) re-
quired no reaction alerts, with only one case being conservatively over-
classified as requiring a non life-threatening immune-mediated reaction 
alert. The alert type classification results (see Table 20) mirror the reac-
tion type performance, with 99.38% accuracy in determining appropri-
ate alert levels. HELIOT correctly identified that 161 out of 162 cases 
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Table 18 
GPT-4o classification results per category on real-world dataset.
 Case Category  Precision  Recall  F1  Cases
 No documented reactions or intolerances  1.0000  1.0000  1.0000  114
 Drug class cross-reactivity with documented tolerance  1.0000  1.0000  1.0000  2
 Drug class cross-reactivity without documented tolerance  0.0000  0.0000  0.0000  1
 No reactivity to prescribed drug’s ingredients or excipients  1.0000  0.9783  0.9890  45
 Macro Average  1.0000  0.9928  0.9963  162

Table 19 
Classification results per reaction type for GPT-4o on real-world dataset.
 Reaction Type  Precision  Recall  F1  Cases
 None  1.0000  0.9938  0.9969  161
 Non life-threatening immune-mediated  0.0000  0.0000  0.0000  1
 Macro Average  1.0000  0.9938  0.9969  162

Table 20 
Classification results per alert type for GPT-4o on real-world dataset.

 Ground  Heliot  Traditional
 Alert Type  Truth (%)  (%)  Systems (%)
 No Alert Needed  162 (100%)  161 (99.4%)  160 (98.76%)
 Interruptive Alert  0 (0%)  1 (0.6%)  2 (1.2%)
 Non-Interruptive Alert  0 (0%)  0 (0%)  0 (0%)

required no alert, with one case being conservatively flagged for an in-
terruptive alert. This conservative approach aligns with clinical safety 
requirements, where false positives are preferable to missed potential 
adverse reactions.

In terms of response time, the evaluation corroborates the initial re-
sults, with 2.3 s on average per clinical case classification.

This real-world evaluation with GPT-4o confirms several critical as-
pects of the proposed CDSS clinical deployment readiness. GPT-4o suc-
cessfully processed Italian clinical notes through HELIOT’s linguistic 
standardization approach, demonstrating effectiveness across different 
languages and medical terminology systems. The model’s natural lan-
guage processing capabilities handled the documentation styles, abbre-
viations, and clinical terminology in actual patient records, showing 
strong adaptability to real-world documentation practices.

5.2.2.  Gemma 3 performance analysis
The deployment of Google’s Gemma 3 (12B parameters) within the 

HELIOT framework yielded strong performance metrics on the real-
world dataset (see Table 21), with an overall accuracy of 98.77% and 
macro-averaged metrics of precision 100.00%, recall 98.58%, and F1-
score 99.28%. While maintaining high overall performance, Gemma 
3 exhibited distinct behavioral patterns compared to GPT-4o in han-
dling edge cases and classification boundaries. Gemma 3 demonstrated 
perfect precision across all populated categories, correctly identifying 
all 113 patients with no documented reactions and both cases of drug 
class cross-reactivity with documented tolerance. However, the model 
showed a more conservative classification approach, with 2 cases from 
the “no reactivity to prescribed ingredients or excipients” category be-
ing over-classified as “drug class cross-reactivity without documented 
tolerance.” This behavior resulted in a recall of 95.74% for the former 
category, representing a more cautious stance that prioritizes potential 
risk identification over classification precision.

For reaction type classification, Gemma 3 achieved 98.77% accuracy 
with perfect precision (100.00%) and recall of 98.77% (see Table 22). 
The model correctly identified most cases with no adverse reactions (160 
out of 162 cases) but conservatively classified 2 cases as life-threatening 
reactions. This represents a more alert-prone behavior compared to GPT-
4o, reflecting Gemma 3’s tendency toward risk-averse classification in 
ambiguous scenarios.

From a clinical safety perspective, Gemma 3’s conservative approach 
generated two interruptive alerts (1.2% of cases) compared to GPT-
4o’s single alert, indicating a slightly more alert-prone behavior (see 
Table 23). The alert type classification mirrors the reaction classifica-
tion performance, with 98.77% accuracy and perfect precision for cor-
rectly identified cases requiring no alert (160 out of 162). While this 
result led to no reduction in alerts compared to traditional CDSSs for 
this specific dataset, the model maintained zero false negatives for criti-
cal reactions, thereby preserving the essential safety profile required for 
clinical deployment.

Processing efficiency with Gemma 3 was comparable to GPT-4o, av-
eraging 2.51 s per response. The model benefited from the dataset’s char-
acteristics, where many patients reported no allergies, enabling more 
rapid processing of straightforward cases. Gemma 3’s performance pro-
file suggests a model architecture that errs on the side of caution, poten-
tially valuable in clinical contexts where false positives are preferable to 
missed reactions, albeit at the cost of slightly increased alert frequency 
compared to GPT-4o’s more balanced approach.

5.2.3.  Claude Sonnet performance analysis
Claude Sonnet’s on the real-world dataset achieved excellent results, 

with 99.38% accuracy, perfect macro precision (100.00%), and robust 
recall (99.29%) and F1-score (99.64%) (see Table 24).

The model exhibited a single but consistent error pattern while main-
taining perfect accuracy for the majority classes-correctly identifying 
all 113 patients with no documented reactions and both cases of drug 
class cross-reactivity with documented tolerance. One case that should 
have been classified as “No Reactivity to Prescribed Drug’s Ingredients 
or Excipients” was instead categorized as “Drug Class Cross-Reactivity 
Without Documented Tolerance,” triggering an unnecessary interrup-
tive alert.

Claude Sonnet attained 99.38% accuracy for reaction type classi-
fication, with perfect precision (100.00%) and recall of 99.38% (see 
Table 25). The model correctly identified most cases with no ad-
verse reactions (161 out of 162 cases) but classified one case as non 
life-threatening immune-mediated reaction. This conservative approach 
mirrors the pattern observed in the category classification, demonstrat-
ing consistent risk-averse behavior.

From a computational efficiency perspective, Claude Sonnet aver-
aged 1.94 s per clinical case compared to GPT-4o’s 2.3-s average on 
this dataset. However, this contrasts with synthetic dataset evaluation 
where Claude was approximately 57% slower than GPT-4o, suggesting 
variable performance depending on case complexity.

The model’s effective handling of Italian clinical documentation, 
with performance nearly identical to GPT-4o, establishes it as a reli-
able alternative for clinical decision support while maintaining the same 
conservative safety profile.

5.3.  Clinical usability evaluation results

The clinical usability evaluation, conducted with nine healthcare 
professionals, demonstrated a positive reception of HELIOT’s contextual 
decision support approach. Clinical appropriateness received a mean 
score of 4.97 out of 5 across all seven clinical cases, with risk assessment 
accuracy achieving unanimous perfect ratings of 5.0, indicating com-
plete agreement with the system’s clinical reasoning and safety classifi-
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Table 21 
Classification results per category - Gemma 3 real-world evaluation.
 Case Category  Precision  Recall  F1  Cases
 Drug class cross-reactivity with documented tolerance  1.0000  1.0000  1.0000  2
 No documented reactions or intolerances  1.0000  1.0000  1.0000  113
 No reactivity to prescribed drug’s ingredients or excipients  1.0000  0.9574  0.9783  45
 Drug class cross-reactivity without documented tolerance  0  0  0  2
 Macro Average  1.0000  0.9858  0.9928  162

Table 22 
Classification results per reaction type - Gemma 3 real-world 
evaluation.

 Reaction Type  Precision  Recall  F1  Cases
 None  1.0000  0.9877  0.9938  160
 Life-threatening  0  0  0  2
 Macro Average  1.0000  0.9877  0.9938  162

Table 23 
Classification results per alert type - Gemma 3 real-world evaluation.

 Ground  Heliot  Traditional
 Alert Type  Truth (%)  (%)  Systems (%)
 No Alert Needed  162 (100%)  160 (98.8%)  160 (98.8%)
 Interruptive Alert  0 (0%)  2 (1.2%)  2 (1.2%)
 Non-Interruptive Alert  0 (0%)  0 (0%)  0 (0%)

cations. This high clinical acceptance translated into a unanimous pref-
erence for HELIOT’s alert approach over traditional CDSS across all sce-
narios. The system’s ability to reduce alert fatigue was particularly well-
received, with 67% of participants rating the impact as “significantly 
reduces alert fatigue” and 33% as “reduces alert fatigue.” Supporting 
this effectiveness, participants considered the system’s contextual un-
derstanding as “excellent” (78%) or “good” (22%), while information 
clarity received “very clear and easy to understand” ratings from 89% 
of participants. The system’s transparency and trustworthiness further 
reinforced clinical acceptance. Clinical reasoning transparency received 
consistently high ratings, with 89% rating it as “excellent explanation 
of reasoning” and 11% rating it as “good explanation of reasoning.” 
This transparency contributed to high confidence levels, with 44% of 
participants rating themselves as “very confident” and 56% as “confi-
dent” in HELIOT’s recommendations. These assessments directly influ-
enced adoption intentions and perceived workflow benefits. Participants 
judged HELIOT’s clinical decision support value highly, with 44% con-
sidering it “extremely valuable” and 56% considering it “very valuable.” 
Correspondingly, the adoption likelihood was positive, with 78% indi-
cating they would be “very likely” to adopt the system and 22% rating 
it as “likely.” Time efficiency expectations aligned with these intentions, 
as 78% indicated that HELIOT would “significantly reduce time spent,” 
and 22% noted it would “moderately reduce time spent.”

Table 27 summarizes the results across all evaluated dimensions, 
demonstrating that HELIOT’s contextual approach addresses key limita-
tions of traditional CDSS systems while maintaining appropriate clinical 
safety standards.

5.4.  Safety analysis and risk assessment

Safety analysis revealed remarkable profiles across both datasets. 
For the synthetic dataset, GPT-4o correctly identified all 133 life-
threatening cases, maintaining optimal sensitivity and specificity pa-
rameters (1.0000) for critical events and detection scenarios. Gemma 
3 achieved comparable results with zero undetected potential critical 
reactions. Despite a modest increase in false alarm rate (3.10%) com-
pared to GPT-4o’s flawless performance, it preserved the essential safety 

Fig. 9. HELIOT safety performance dashboard.

threshold with perfect sensitivity (1.0000) for dangerous reactions and 
high specificity (0.9982). Claude Sonnet reached 100% across all met-
rics, eliminating false negatives and positives.

The analysis using the real-world dataset confirmed HELIOT robust-
ness in authentic clinical scenarios while maintaining zero unidenti-
fied critical events. GPT-4o correctly classified 99.4% of cases as not 
requiring intervention, with a single false positive generating a con-
servative false alarm rate of 1.23% and a perfect negative predictive 
value (1.0000). Gemma 3 showed analogous characteristics with 98.8% 
correct classifications. It presented a slightly higher false alarm rate 
(2.47%) with two false positives while preserving the fundamental pro-
file of zero critical omissions. Claude Sonnet matched GPT-4o’s per-
formance with 99.4% of cases appropriately classified and a single 
false positive, maintaining perfect negative predictive value and zero 
missed critical events. The consistency of results across different archi-
tectures confirms the robustness of the HELIOT framework (see Fig. 9). 
In both evaluations, all LLMs met the indispensable requirement of zero 
omissions for critical events. Minimal variations in false positive rates 
(0.00% – 3.10%) reflect different degrees of caution without compro-
mising patient safety. Alert distribution showed uniformity, with all sys-
tems identifying most real cases as not requiring intervention (98.8% 
–99.4%), demonstrating that HELIOT’s approach to alert fatigue reduc-
tion preserves safety standards regardless of the underlying architec-
ture. This multi-model validation establishes reference parameters for 
clinical implementation. The consistent rate of zero false negatives sup-
ports the adoption of automated decisions for “no intervention required” 
classifications. Acceptable rates for false positives provide a prudential 
margin that ensures appropriate clinical attention to potentially prob-
lematic cases while significantly reducing the burden of superfluous no-
tifications.

5.5.  Confidence analysis

The confidence scoring analysis (see Table 28) across all three 
LLMs revealed distinct patterns that provide valuable insights for risk-
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Table 24 
Classification results per category - Claude Sonnet real-world evaluation.
 Case Category  Precision  Recall  F1  Cases
 Drug class cross-reactivity with documented tolerance  1.0000  1.0000  1.0000  2
 Drug class cross-reactivity without documented tolerance  0.0000  0.0000  0.0000  1
 No documented reactions or intolerances  1.0000  1.0000  1.0000  113
 No reactivity to prescribed drug’s ingredients or excipients  1.0000  0.9787  0.9892  46
 Macro Average  1.0000  0.9929  0.9964  162

Table 25 
Classification results per reaction type - Claude Sonnet real-world evaluation.
 Reaction Type  Precision  Recall  F1  Cases
 None  1.0000  0.9938  0.9969  161
 Non Life-threatening Immune-Mediated  0  0  0  1
 Macro Average  1.0000  0.9938  0.9969  162

Table 26 
Classification results per alert type - Claude Sonnet real-world evalua-
tion.

 Ground  Heliot  Traditional
 Alert Type  Truth (%)  (%)  Systems (%)
 No Alert Needed  162 (100%)  161 (99.4%)  160 (98.76%)
 Interruptive Alert  0 (0%)  1 (0.6%)  2 (1.2%)
 Non-Interruptive Alert  0 (0%)  0 (0%)  0 (0%)

stratified clinical deployment. Each model exhibits unique confidence 
characteristics while maintaining consistent safety profiles.

GPT-4o demonstrated robust confidence levels across both eval-
uation scenarios. In the synthetic dataset, the model exhibited high 
mean confidence scores: overall confidence (0.855), analysis confidence 
(0.791), case confidence (0.999), and reaction confidence (0.994). The 
two observed misclassifications maintained similar confidence patterns 
(overall: 0.853, analysis: 0.788, case: 0.999, reaction: 0.994), occur-
ring between clinically similar categories with non-life-threatening pro-
files. For real-world validation, GPT-4o showed comparable patterns 
with correctly classified cases achieving mean confidence scores of: 
overall confidence (0.870), analysis confidence (0.745), case confidence 
(0.999), and reaction confidence (0.999). The single misclassification re-
vealed a notable confidence drop: overall confidence (0.819), analysis 
confidence (0.747), case confidence (0.975), and reaction confidence 
(0.966). Critically, the analysis confidence of 0.747 falls within the 
medium-risk threshold range, which would appropriately trigger clin-
ical review protocols.

Gemma 3 exhibited the highest overall confidence levels in syn-
thetic evaluation with mean scores of overall confidence (0.910), anal-
ysis confidence (0.732), case confidence (0.999), and reaction confi-
dence (0.997). Misclassifications showed confidence degradation pat-
terns, where overall confidence (0.897–0.905), analysis confidence 
(0.713–0.736), case confidence (0.979), and reaction confidence main-
tained near-perfect levels (0.999). In real-world scenarios, Gemma 3 
demonstrated consistent confidence patterns with mean scores of over-
all confidence (0.899), analysis confidence (0.721), case confidence 
(0.986), and reaction confidence (0.997). The model’s two misclassi-
fications revealed more pronounced confidence drops: overall confi-
dence (0.772–0.806), analysis confidence (0.604-0.626), and notably 
lower case confidence (0.715–0.816), indicating the model’s uncertainty 
recognition capabilities.

Claude Sonnet displayed unique confidence patterns with moder-
ate overall confidence (0.815) but strong analysis confidence (0.786) 
in synthetic evaluation. Case confidence (0.990) and reaction confi-
dence (0.950) remained high. Notably, the model’s rare misclassifica-
tions maintained high case confidence (0.999) and reaction confidence 
(0.999), suggesting different uncertainty expression mechanisms com-

pared to other models. Real-world evaluation showed improved confi-
dence levels: overall confidence (0.873), analysis confidence (0.767), 
case confidence (0.988), and reaction confidence (0.999). The single 
misclassification maintained high confidence across most metrics (over-
all: 0.796, analysis: 0.786, case: 0.999, reaction: 0.999), indicating the 
model’s consistent decision-making approach even in uncertain scenar-
ios. The multi-model analysis validates a risk threshold framework that 
accounts for varying confidence expression patterns across different ar-
chitectures. While GPT-4o shows apparent confidence degradation in 
uncertain cases, Gemma 3 demonstrates more pronounced uncertainty 
signals, and Claude Sonnet maintains consistent high confidence even 
during misclassifications.

Based on the confidence analysis across all models and datasets, 
we propose implementing the risk threshold framework detailed in
Table 29. This framework establishes four risk levels based on
confidence thresholds: cases with case confidence above 0.95 and 
analysis confidence above 0.75 qualify for automated implementation, 
case confidence between 0.80–0.95 or analysis confidence between 
0.60–0.75 trigger non-interruptive notifications for clinical awareness, 
case confidence below 0.80 or analysis confidence below 0.60 requires 
mandatory clinical review, and any confidence metric below 0.50 de-
mands immediate clinical evaluation with override prevention.

This multi-dimensional confidence assessment approach accommo-
dates the distinct uncertainty expression patterns observed across mod-
els while maintaining the demonstrated alert reduction capabilities. The 
framework ensures appropriate clinical oversight for uncertain decisions 
regardless of the underlying language model architecture, supporting 
robust clinical deployment across different institutional preferences for 
model selection.

5.6.  Research question assessment

The evaluation highlights that HELIOT effectively addresses the core 
challenges of clinical decision support for drug administration. Across 
all tested language models, the system obtained high classification accu-
racy (98.77% – 99.80%) while maintaining a perfect safety profile with 
zero false negatives for life-threatening reactions. Most significantly, 
HELIOT reduced unnecessary interruptive alerts by 50–53% compared 
to traditional CDSSs, directly addressing the alert fatigue problem that 
compromises patient safety. The system’s contextual approach enables 
precise risk stratification, supported by a confidence-based framework 
that ensures appropriate clinical oversight for uncertain cases. A clini-
cal usability evaluation confirmed strong acceptance among healthcare 
professionals, with unanimous preference for HELIOT’s alerts over tra-
ditional systems. Response times (1.94–6.73 s) remain clinically accept-
able for real-time decision support. These results align with Co et al. 
[22], who demonstrated that traditional CDSSs achieve performance im-
provements through overalerting, creating alert fatigue that undermines 
clinical effectiveness. HELIOT’s contextual understanding successfully 
distinguishes between necessary and unnecessary alerts, addressing this 
fundamental trade-off.

Based on the evaluation results presented above, we can address our 
research question:

RQ: How effective is HELIOT CDSS in identifying potential drug re-
actions and reducing alert fatigue? HELIOT can provide effective sup-
port for drug prescription through accurate identification of potential 
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Table 27 
Clinical usability evaluation results summary.
 Evaluation Dimension  Scale  Mean Rating
 Clinical Appropriateness  1–5 (Inappropriate-Appropriate)  4.97
 Risk Assessment Accuracy  1–5 (Inaccurate-Accurate)  5.0
 Alert Preference  HELIOT vs Traditional  100% HELIOT
 Alert Fatigue Impact  Increase-Significantly Reduce  Significantly Reduce (67%)
 Alert Contextuality  No-Excellent Understanding  Excellent (78%)
 Information Clarity  1–5 (Unclear-Clear)  5.0
 Clinical Reasoning Transparency  1–5 (No-Excellent Explanation)  4.89
 Time Efficiency Impact  Increase-Significantly Reduce  Significantly Reduce (78%)
 Trust and Confidence  1–5 (Not-Very Confident)  4.44
 Clinical Decision Support Value  1–5 (Not-Extremely Valuable)  4.44
 Likelihood of Adoption  1–5 (Unlikely-Very Likely)  4.78

Table 28 
Confidence analysis results across LLMs and datasets.
 Model  Dataset  Classification  Overall Conf.  Analysis Conf.  Case Conf.  Reaction Conf.  Cases (n)
 GPT-4o  Synthetic  Correct  0.855  0.791  0.999  0.994  998

 Incorrect  0.853  0.788  0.999  0.994  2
 Real-world  Correct  0.870  0.745  0.999  0.999  161

 Incorrect  0.819  0.747  0.975  0.966  1
 Gemma 3  Synthetic  Correct  0.910  0.732  0.999  0.997  998

 Incorrect  0.901  0.725  0.979  0.999  2
 Real-world  Correct  0.899  0.721  0.986  0.997  160

 Incorrect  0.789  0.615  0.766  0.997  2
 Claude Sonnet  Synthetic  Correct  0.815  0.786  0.990  0.950  998

 Incorrect  0.797  0.786  0.999  0.999  2
 Real-world  Correct  0.873  0.767  0.988  0.999  161

 Incorrect  0.796  0.786  0.999  0.999  1

Table 29 
Risk threshold framework for clinical decision support.
 Confidence Range  Risk Level  Clinical Action  System Response
 Case Confidence > 0.95  Low Risk  Automated decision implementation  Direct alert delivery or no alert as determined
 Analysis Confidence > 0.75  Proceed without interruption  Normal workflow continuation
 Case Confidence 0.80–0.95  Medium Risk  Non-interruptive notification  Background alert with rationale
 Analysis Confidence 0.60–0.75  Clinical awareness recommended  Passive information display
 Case Confidence < 0.80  High Risk  Mandatory clinical review  Interruptive alert requiring acknowledgment
 Analysis Confidence < 0.60  Human verification required  System recommendation with uncertainty flag
 Any confidence metric < 0.50  Critical Risk  Immediate clinical evaluation  Override prevention until review
 Multiple low confidence scores  Expert consultation recommended  Escalation to senior clinician

adverse drug reactions while reducing alert fatigue. Clinical validation 
in operational environments remains necessary to confirm practical de-
ployment effectiveness. 

6.  Implications, limitations and future work

This section discusses the practical implications of our findings and 
outlines limitations and future research directions.

6.1.  Practical implications and future work

The initial results of HELIOT CDSS suggest advancements in address-
ing key challenges in adverse drug reaction management, particularly 
in healthcare settings where clinical information exists primarily in un-
structured formats. By leveraging LLMs to interpret clinical narratives 
and generate contextual alerts, HELIOT demonstrates an approach to re-
duce alert fatigue while maintaining safety, a significant improvement 
over traditional rule-based systems that typically generate non-specific 
alerts for all potentially cross-reactive medications.

From an implementation perspective, HELIOT’s ability to process un-
structured clinical notes and generate appropriate alerts makes it par-
ticularly valuable across diverse healthcare settings. While some envi-
ronments have advanced EHR systems that could feed structured data 
into HELIOT’s database, many healthcare facilities worldwide still op-
erate with basic or no EHR infrastructure, relying primarily on unstruc-
tured clinical notes. HELIOT’s flexible architecture accommodates both 

scenarios: it can process data from existing EHR systems where avail-
able while functioning independently using clinical narratives in set-
tings with limited technological infrastructure. This versatility and its 
microservices architecture and streaming response mechanism facilitate 
adaptation to different clinical workflows, from specialized hospitals to 
primary care practices. Moreover, the system’s capability to maintain 
patient clinical histories could enhance continuity of care across differ-
ent healthcare settings.

The impact on patient safety and healthcare costs may be significant. 
By improving the accuracy of adverse drug reaction alerts and reduc-
ing alert fatigue, HELIOT could help prevent ADEs while ensuring that 
critical warnings are not overlooked. All this leads to fewer medication 
errors, reduced hospital readmissions, and shorter hospital stays. The 
economic implications of these improvements could be substantial, as 
medication errors and ADEs impose significant costs on healthcare sys-
tems. The resources saved could be redirected to other critical aspects 
of patient care.

Looking ahead, several crucial directions for future work emerge. 
Large-scale clinical validation represents our immediate priority. While 
our pilot study with 162 real-world cases provides encouraging initial 
evidence, comprehensive validation requires larger datasets across di-
verse healthcare settings, different languages, and varied clinical doc-
umentation practices. To fully assess its clinical utility, future studies 
must evaluate HELIOT’s performance with higher rates of contraindi-
cated prescriptions and more complex adverse reaction scenarios. Addi-
tionally, conducting prospective clinical trials will be essential to mea-
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sure the system’s impact on clinical workflow, alert override rates, and 
patient outcomes in live healthcare environments.

Technical enhancement and optimization efforts will focus on im-
proving system performance and deployment flexibility. We plan to 
systematically evaluate alternative LLM architectures, including open-
source models such as LLaMA and FLAN-T5 and specialized medical 
LLMs like ClinicalBERT and BioBERT. This evaluation will assess ac-
curacy metrics and factors critical for clinical deployment, including re-
sponse consistency, computational requirements, and cost-effectiveness. 
Parallel development will implement intelligent caching mechanisms for 
frequently queried drug-reaction combinations and explore model distil-
lation techniques to reduce latency while maintaining clinical decision 
support quality.

Extended clinical applications will leverage HELIOT’s LLM-based 
architecture to address broader healthcare challenges beyond adverse 
drug reactions. Future research will explore expanding into diagnostic 
assistance, treatment protocol recommendations, and medication dos-
ing optimization. We will investigate integrating patient-reported out-
comes to enhance personalized recommendations by processing patient 
narratives about medication effectiveness and impact on quality of life. 
Additionally, implementing continuous learning mechanisms through 
real-world clinical feedback could enable HELIOT to adapt to evolving 
clinical practices and institution-specific prescribing patterns, creating a 
self-improving system that learns from clinical outcomes and prescriber 
experiences.

6.2.  Limitations

Despite the promising results, HELIOT presents a few limitations that 
we have addressed through various mitigation strategies. The primary 
limitation of our evaluation concerns the scale of real-world validation. 
While we expanded beyond synthetic data to include 162 real-world 
patient cases, this represents a limited sample size for comprehensive 
clinical validation. To address this, we conducted rigorous validation 
and demonstrated consistent performance across three different LLM 
architectures (GPT-4o, Gemma 3, and Claude Sonnet), showing the ro-
bustness of our approach. Additionally, we achieved perfect safety pro-
files with zero false negatives for critical reactions across all models, 
establishing a foundation for larger-scale studies. We plan to conduct 
extensive multi-center validation studies with larger patient cohorts to 
validate these findings further.

Another problem relates to the geographic and linguistic scope of our 
evaluation, which focused primarily on Italian clinical documentation 
and European pharmaceutical standards. We managed this limitation 
by demonstrating that our framework successfully processes different 
documentation styles and clinical terminologies, and by designing the 
system architecture to support multiple languages and drug databases. 
The modular design enables easy adaptation to various healthcare sys-
tems and regulatory frameworks.

The dependency on external LLM services for cloud-based models 
(GPT-4o and Claude Sonnet) presents potential concerns regarding data 
privacy and service availability. We addressed this aspect by implement-
ing and validating a local deployment option using Gemma 3, which 
achieved comparable performance (99.80% accuracy) while maintain-
ing data sovereignty. This dual deployment approach provides health-
care institutions with flexibility to choose between cloud-based effi-
ciency and local privacy controls based on their specific requirements.

The management of drug leaflets containing information for multiple 
pharmaceutical forms remains a consideration; however, our evaluation 
showed that this had minimal impact on performance. We tackled this 
issue by providing specific prompts to extract information relevant only 
to the pharmaceutical form of interest, with healthcare professionals 
validating the extraction process. The high precision scores (>98%) 
across all models demonstrate the effectiveness of this approach.

Regarding the non-deterministic nature of LLMs, our comprehensive 
evaluation across five runs for each model revealed perfect consistency 

(Fleiss kappa = 100%) across all tested architectures, effectively elimi-
nating this concern. We employed best practices in prompt engineering, 
structured templates, and clear instructions, resulting in deterministic 
behavior despite the theoretical potential for variability. The confidence 
scoring framework we developed provides additional safeguards by flag-
ging uncertain decisions for clinical review.

6.3.  Deployment challenges and mitigation strategies

The transition from research prototype to clinical implementation 
presents several challenges that must be addressed to ensure the success-
ful deployment of HELIOT in real-world healthcare settings. HELIOT’s 
modular architecture supports two primary deployment scenarios, each 
with distinct challenges and requirements. In integrated deployment, 
HELIOT operates as a background service within existing EHR systems, 
requiring seamless technical integration without disrupting established 
clinical workflows. Healthcare institutions operate diverse EHR plat-
forms including Epic, Cerner, and Allscripts, each with unique data for-
mats and APIs. To address this challenge, we implement FHIR-compliant 
APIs providing standardized data exchange formats and HL7 messag-
ing standards for real-time data communication. The key advantage of 
integrated deployment is that healthcare professionals continue using 
their familiar EHR interfaces with no additional training requirements, 
as HELIOT’s recommendations appear within existing alert systems and 
decision support modules.

Standalone deployment presents different challenges, primarily cen-
tered on user adoption and training. Healthcare professionals must learn 
a new interface and integrate it into their existing workflows, requiring 
training programs tailored for physicians, pharmacists, and nurses. Our 
mitigation strategy focuses on developing intuitive interfaces that mirror 
familiar clinical workflows and implementing a clinical champion pro-
gram to provide peer support during adoption. A gradual rollout strat-
egy beginning with specific departments allows progressive adaptation 
while demonstrating measurable value.

Both deployment scenarios face common technical infrastructure 
challenges. Cloud-native deployment options accommodate institutions 
with limited IT capabilities, while auto-scaling handles varying work-
loads without manual management. As an open-source solution, HE-
LIOT eliminates software licensing costs, with infrastructure expenses 
being the primary financial consideration. This significantly reduces de-
ployment barriers, allowing institutions to focus resources on server in-
frastructure rather than proprietary software licenses. Technical support 
including monitoring and maintenance ensures the reliability required 
in clinical environments, while pilot implementations allow institutions 
to evaluate benefits and infrastructure requirements before full-scale de-
ployment.

6.4.  Ethical considerations and regulatory compliance

The integration of AI into clinical workflows raises fundamental 
questions about accountability, privacy, and patient safety. HELIOT ad-
dresses these concerns through a human-centered design philosophy 
that positions healthcare professionals at the center of all clinical de-
cisions. By analyzing clinical notes and drug codes, the system gen-
erates evidence-based recommendations with transparent explanations 
(see Section 3.1.1)-but these remain advisory insights rather than pre-
scriptive directives. This approach creates a collaborative dynamic be-
tween human expertise and artificial intelligence, where professionals 
retain full authority to evaluate and accept or reject recommendations 
based on their clinical judgment. Such oversight preserves clinical au-
tonomy while simultaneously acting as a natural barrier against poten-
tial algorithmic bias.

Building on this foundation, HELIOT’s technical architecture priori-
tizes data protection through deliberate design choices. The system pro-
cesses only anonymized clinical notes and standardized pharmaceuti-
cal codes, creating an inherent barrier against privacy breaches while 
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maintaining analytical effectiveness. The platform’s modular architec-
ture offers flexible deployment options: standalone mode operates en-
tirely within institutional boundaries, while EHR integration utilizes se-
cure APIs to maintain consistent privacy standards without compromis-
ing functionality.

These technical safeguards represent only part of the compliance 
equation. HELIOT’s current position in early validation phases re-
flects a methodical approach to regulatory approval, with comprehen-
sive clinical validation studies planned under rigorous ethical super-
vision. Each phase must meet established compliance standards be-
fore it can be advanced. Nevertheless, technology alone cannot guaran-
tee ethical implementation. Healthcare institutions bear responsibility 
for establishing governance frameworks-including staff training, out-
come monitoring, and workflow integration. This shared responsibil-
ity model ensures that AI enhancements strengthen clinical judgment 
rather than replace the human expertise essential to quality patient
care.

7.  Conclusion

This paper presented HELIOT CDSS, a novel approach to adverse 
drug reaction management that leverages LLMs to interpret unstruc-
tured clinical narratives. While traditional CDSSs often struggle with 
free-text clinical notes and generate excessive alerts due to their rule-
based nature, HELIOT demonstrated promise in processing natural lan-
guage descriptions of adverse reactions and generating more contex-
tual alerts. Our evaluation across multiple LLMs and datasets vali-
dated HELIOT’s effectiveness in clinical decision support. The system 
successfully balances alert reduction with patient safety requirements. 
The implemented risk management framework provides structured 
approaches to handle classification uncertainty, supporting clinical
deployment.

The potential impact of this approach could be considerable, par-
ticularly in healthcare environments with varying levels of EHR inte-
gration. By improving the interpretation of clinical narratives and pro-
viding more contextual alerts, HELIOT could help reduce alert fatigue 
while maintaining patient safety. All this could lead to better clinical 
outcomes and cost savings by preventing adverse drug events and re-
ducing unnecessary alert overrides.

Future work will focus on validating the system in operational clin-
ical environments to confirm practical deployment effectiveness and 
workflow integration. We will also enhance the system’s capabilities for 
complex clinical scenarios and evaluate its workflow impact across di-
verse healthcare settings.
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Appendix A.  Usability questionnaire

You will be presented with 7 clinical cases, grouped in scenarios, 
where the CDSS HELIOT provides decision support for medication pre-
scribing. For each case, please review the patient information, clinical 
notes, and both HELIOT’s output and a traditional CDSS output, then 
answer the questions below.

In these scenarios, traditional CDSSs raise Interruptive Alert. Inter-
ruptive Alert stops the prescribing workflow; you cannot proceed with 
the prescription unless you actively override the alert by providing a jus-
tification, or you choose to cancel the prescription altogether. Alert fa-
tigue arises when such interruptive alerts are triggered frequently, even 
for known patient tolerances or expected side effects [6–13]. HELIOT 
addresses this by using Non-Interruptive Alert in these cases, allowing 
clinicians to continue their workflow without unnecessary interruptions. 
Therefore, it is not necessary to block the prescription workflow.

* Indicates mandatory questions

Scenario: Cross-reactivity with documented tolerance

The following cases involve patients who have had reactions to drugs 
or drug classes but report tolerance for the medication to be prescribed. 
In addition, there are cases where patients have had side effects.

Case 1

Patient history: Patient shows Anaphylaxis reaction within Opioids 
class but has documented tolerance to fentanyl since 2016
Prescribed drug: Fentanil
HELIOT output: Patient has anaphylaxis to opioids but documented 
tolerance to fentanyl since 2016. Fentanyl is the active ingredient in 
the prescribed drug. Drug class cross-reactivity exists but with docu-
mented tolerance to fentanyl. Therefore the drug can be prescribed. 
Non-Interruptive Alert
Traditional CDSS output: Interruptive Alert

Case 2

Patient history: Urticarial reaction after taking pyrazolones (Zepelin, 
Zerinol, Novalgina) and sulfonamides (Bactrim); itching after taking 
Danzen and opioids; tremor after taking Plasil. Food intolerances to pep-
per, onion, salami, sausage. Avoids shellfish and mollusks and consumes 
foods rich in histamine (spinach, tuna, eggplant, pineapple, strawber-
ries, kiwi) with caution.
Prescribed drug: Morphine
HELIOT output: The patient has documented reactions to opioids, such 
as itching. There is no direct reactivity to the active ingredient morphine 
hydrochloride, nor to its excipients. There is no documented tolerance to 
morphine in patient’s medical history. Despite the side effect, the med-
ication can still be prescribed with caution. Non-Interruptive Alert
Traditional CDSS output: Interruptive Alert

Case 3

Patient history: Reports an allergy to Amoxicillin and beta-lactamase 
inhibitors, tolerates Meropenem.
Prescribed drug: Meropenem
HELIOT output: The patient reports an allergy to amoxicillin and beta-
lactamase inhibitors but tolerates meropenem. Although the patient is 
allergic to beta-lactam antibiotics, they tolerate meropenem, which is 
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also a beta-lactam. This case is classified as drug class cross-reactivity 
with documented tolerance, meaning that the drug can be prescribed. 
Non-Interruptive Alert
Traditional CDSS output: Interruptive Alert

Scenario: Cross-reactivity without documented tolerance

The following case involves patients who have had reactions to drugs 
or drug classes without reporting tolerance to the medication to be pre-
scribed. In this scenario, CDSSs should raise interruptive alerts, because 
prescribing the specific drug may cause severe reaction to patients.

Case 4

Patient history: Reports anaphylaxis after taking opioids in 2021
Prescribed drug: Morphine
HELIOT output: The patient reports anaphylaxis to opioids without a 
specific tolerance to morphine. This case is classified as drug class cross-
reactivity without documented tolerance, meaning that the drug should 
not be prescribed because it may cause life-threatening reactions. Inter-
ruptive Alert
Traditional CDSS output: Interruptive Alert

Scenario: Side effects, non-immune and non-life-threatening

The following cases involve patients who have experienced side ef-
fects from medications or classes of medications, for which the prescrib-
ing physician should be informed, but it is not necessary to block the 
prescription workflow and override alerts to move on prescribing the 
drug.

Case 5

Patient history: Patient showed Mild shortness of breath side effect, 
not indicative of hypersensitivity, with possible cross-reactivity within 
Opioids class, specifically to tramadol and dexketoprofen since 2014.
Prescribed drug: oxycodone
HELIOT output: The patient has mild shortness of breath with opi-
oids, specifically tramadol, which indicates a non-immune-mediated 
side effect. While oxycodone also belongs to the opioid class, sug-
gesting potential cross-reactivity, it can be prescribed with caution as 
there is no immune-mediated reaction or documented intolerance. Non-
Interruptive Alert
Traditional CDSS output: Interruptive Alert

Case 6

Patient history: Patient showed Vomiting side effect, not indicative of 
hypersensitivity, to INDOMETACINA (NSAID) in 2000.
Prescribed drug: indometacin
HELIOT output: The patient experienced vomiting as a documented 
side effect to indometacin, which is the same active ingredient as that 
in the prescribed drug Indomethacin, indicating direct active ingredient 
reactivity. This reaction is non-life-threatening, as it is a side effect and 
not due to hypersensitivity, and should be considered non-immune and 
non-life-threatening. Non-Interruptive Alert
Traditional CDSS output: Interruptive Alert

Case 7

Patient history: The patient reports itching after taking codeine and 
ibuprofen in 2012.
Prescribed drug: codeine
HELIOT output: The patient reports itching after taking Codeine, an 
active ingredient in the prescribed drug, indicating a direct active ingre-
dient reactivity. Given that this is a non-immune, non-life-threatening 

side effect, the medication can be prescribed but with caution. Non-
Interruptive Alert
Traditional CDSS output: Interruptive Alert The following cases in-
volve patients who have had reactions to drugs or drug classes but re-
port tolerance for the medication to be prescribed. In addition, there are 
cases where patients have had side effects.

Section A: Clinical accuracy assessment

For each scenario (1–7), please rate:

A1. Clinical appropriateness of HELIOT’s response:
Rate from 1 (completely inappropriate) to 5 (completely appropri-

ate) *

 1  2  3  4  5
 Case 1 ◦ ◦ ◦ ◦ ◦
 Case 2 ◦ ◦ ◦ ◦ ◦
 Case 3 ◦ ◦ ◦ ◦ ◦
 Case 4 ◦ ◦ ◦ ◦ ◦
 Case 5 ◦ ◦ ◦ ◦ ◦
 Case 6 ◦ ◦ ◦ ◦ ◦
 Case 7 ◦ ◦ ◦ ◦ ◦

A2. Risk assessment accuracy
How accurately does HELIOT identify and categorize clinical risks 

(i.e. Life-threatening situations, where drugs may cause severe reac-
tions)? Rate from 1 (Very inaccurate) to 5 (Very accurate) *

 1  2  3  4  5
 Case 1 ◦ ◦ ◦ ◦ ◦
 Case 2 ◦ ◦ ◦ ◦ ◦
 Case 3 ◦ ◦ ◦ ◦ ◦
 Case 4 ◦ ◦ ◦ ◦ ◦
 Case 5 ◦ ◦ ◦ ◦ ◦
 Case 6 ◦ ◦ ◦ ◦ ◦
 Case 7 ◦ ◦ ◦ ◦ ◦

Section B: Alert fatigue and appropriateness

B1. Alert preference *

 HELIOT’s  Traditional  No Preference
 Alert  CDSS Alert

 Case 1 ◦ ◦ ◦
 Case 2 ◦ ◦ ◦
 Case 3 ◦ ◦ ◦
 Case 4 ◦ ◦ ◦
 Case 5 ◦ ◦ ◦
 Case 6 ◦ ◦ ◦
 Case 7 ◦ ◦ ◦

B2. Alert fatigue impact *
Rate how much HELIOT’s approach would reduce alert fatigue 

compared to traditional CDSS *

◦ Increase alert fatigue
◦ No difference
◦ Slightly reduces alert fatigue
◦ Reduces alert fatigue
◦ Significantly reduces alert fatigue

B3. Alert contextuality *
How well does HELIOT consider clinical context when generating 

alerts? *
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◦ No contextual understanding
◦ Poor contextual understanding
◦ Adequate contextual understanding
◦ Good contextual understanding
◦ Excellent contextual understanding

Section C: Usability and clinical integration

C1. Information clarity

How clear and understandable are HELIOT’s recommendations? *

◦ Very unclear
◦ Unclear
◦ Somewhat clear
◦ Clear and understandable
◦ Very clear and easy to understand

C2. Clinical reasoning transparency

How well does HELIOT explain its clinical reasoning? *

◦ No explanation provided
◦ Poor explanation of reasoning
◦ Adequate explanation of reasoning
◦ Good explanation of reasoning
◦ Excellent explanation of reasoning

C3. Time efficiency
How would HELIOT impact the time you spend reviewing medica-

tion alerts? *

◦ Increases time spent
◦ No change in time spent
◦ Slightly reduces time spent
◦ Moderately reduces time spent
◦ Significantly reduces time spent

C4. Trust and confidence
How confident would you feel considering HELIOT’s recommenda-

tions in your decisions? *

◦ Not confident at all
◦ Not very confident
◦ Somewhat confident
◦ Confident
◦ Very confident

Section D: Clinical workflow integration

D1. Clinical decision support value
Overall, how valuable would HELIOT be for your clinical decision-

making support? *

◦ Not valuable
◦ Slightly valuable
◦ Somewhat valuable
◦ Very valuable
◦ Extremely valuable

D2. Likelihood of adoption
How likely would you be to use HELIOT in your practice if 

available? *

◦ Very unlikely
◦ Unlikely

◦ Somewhat likely
◦ Likely
◦ Very likely

Section E: Demographic information

E1. Medical speciality *

◦ Internal Medicine
◦ Emergency Medicine
◦ Primary Care/Family Medicine
◦ Clinical Pharmacology
◦ Anesthesiology
◦ Other: 

E2. Years of clinical experience *

◦ < 5 years
◦ 5–10 years
◦ 11–20 years
◦ > 20 years

E3. Current practice setting *

◦ Hospital (inpatient)
◦ Outpatient clinic
◦ Emergency department
◦ Academic medical center
◦ Private practice
◦ Other: 
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